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1 Introduction

NETLAB+® is the premiere remote lab appliance for information technology training and
distance learningleveloped by Network Development Group,. I8tudents and instructors
canshare worldwide accesstteal lab equipment intaaining environment that is easy to use
and manage.

Depending on how yaunstructor ha®ptedto use theNETLAB+ system yourmay be
able tolog in, create and edit configuration files)yd program one or mol&b devices
BecauseNETLAB+ equipment an be accessed from any PC and browsenaxied to
the Internet, yowan perform configuration tasks from virtually anywhefée

NETLAB+ scheduler pvides controlled access tize lab equipment.All lab access is by
reservation, using the scheduler.

Your instructormay also choose to use tNETLAB+ system within the classroom. The
Instructorled lab features dIETLAB+ provide an effective way to teach new
configuration tasks, as instructors lead theasslthrough a lab exercisstructorscan

issue configuration commands to one or more devices while each student observes the
process within a Telnet session initiated throNgITLAB+.

UsingNETLAB+, youmaybe given assignments to complatdividually, or as part of an
assigned teamStudentsgyrouped into teams camork together from different locations.
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2 Initial Login

Studentsaccess th&8IETLAB+ system via the web interfac&.our instructorwill provide
you with the URL or IP address of tNETLAB+ server that you may access using your
web browser To access the login page, direct a browser to the IP address of the
NETLAB+ server. Please review thaformation on the logipageconcerningorowser
support andirewall use.

You will also receive a usernaraed initial passwordEnter yair username and
password in the login box located on the left side of the page.

NETLAE Academy Edition® provides remote access to Cisco
Username Metworking Academy Program lab equipment and curriculum. To
access, you need a user ID and password, assigned by your

msmith ) o
instructor or local system administrator,
Password Personal Firewall software can interfere with NETLABR. If yvou are

having login problems ar other issues, please disable your personal
firewall to see if that fixes the problem. If so, adjust your firewall

software accardingly.

Required Browser Plugins and Options
Forgot password?

Jaya™ Enabled (IE users see below)
JavaScript Enabled
Cookies Enabled (for this site)

Fopup Windows Enabled (disable popup blockers for this site)

POWERED BY

mE Browser Support

NETLAB Browser Version Status
Microsoft Internet Explorer (Windows) 5.5, 6.x O Supported
Firefox 1. ©] Supported
bozilla 1.x O Beta (hot tested)
7. O Beta (hot tested)
Metscape B.x @ ot supparted (bugs)

4% ® Obsalete

Microsoft Internet Explorer users may need a lava plug-in. ¥ou
can obtain Java at java.sun.com.
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2.1 New Password

On your first login, you will be required to change your password after you successfully
provide your Username and initial PasswokEETLAB+ enforces song passwords.

Passwords must meet the following requirements:
A Not found in the English dictionary and not too simple
A Between 7 and 16 ASCII characters
A Contain both numbersand letters

One strategy you may find helpful is to combine a word togetiternumbers. For
example, you could not use the word fAairplan
may not reuse your initial password.

Mew Password ‘=5

Re-type Hew Password

() OK

An error message displayed if the password entered does not meet requirements. The
message will indicate ly the password was unacceptable. This example shows an error
message displayed when the new password entered is a simple word found in the
dictionary and therefore not eligible to be a password on the system.

New password is too simple, found in dictionary.

Please make corrections.

The MyNETLAB Instructor Interface, desibed in the next section, will be displayed
after you have successfully changed your password.
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2.2 Time Zone

You will select theTime Zone appropriate to your region. Selecting the correct time
zone is important, to allow correct time information to b@ldiged when using the
scheduler (see sectiih

Time Zone | (GMT-05:00) Eastern Time (US & Canada) §|

(GRT-12:00) Eniwetalk, Kwajalein -
(GMT-11:00) Midway Island, Samoa
(GhT-10:000 Haweali

(GhT-09:00) Alaska

(GMT-08:00) Pacific Time (IUS & Canada)
(

(

(

(

GhT-07.00) Arnizona

GhT-07.00) hdountain Time (LIS & Canada) —
GhT-06:00) Central Time (L= & Canada)

G T-06:00) Mexico City, Tegucigalpa

Gk T-06:00) Saskatchawan

(G T-05:007 Eastern Time (IS & Canada)
(GMT-05:00) Indiana (East)
(GMT-04:00) Atlantic Time (Canada)
(GMT-04:00) Caracas, La Paz
(GMT-03:30) Mewfoundland
(GKT-03:00) Brasilia
(
(
(
[

GhT-03:00) Buenos Aires, Georgetown

GhAT-02:00) Mick-Atlantic

GAT-01:00) Azares, Cape Yerde |sland

GhT+00:00) Casablanca, Monrowia ad

2.3 Email Address

The next field you will be prompted to enter is y&umail Address This field may
already contain a value, if an email address was entered at the timecgount was
created. If so, edit the email address if necessary.

E-mail Address|scnrpiu@fiminnalname.urg
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2.4 Remote Access Test

A Remote Access Test is performed during each user Iddie.purpose of the test is to
attempt to establish an outbound TCP connection. This connection ssasckor
remote device access, remote PC acardsaccess to chat functiofzhat functions will
be available in a future software release).

This test will fail if a connection using the TCP port(s) defined byNtheLAB+
administrator cannot be eslisbed.

Remote Access Test STUDEMT

PORT TEST FAILED

& TCRAIP connection for remote console and remote PC functions could not be
established,

T
T
Personal Firewall Internet Firewall NETLAB+
Firewall Server
Software

Please refer to the diagram above.

This system uses TCP port 23 for remote access functions. It is possible that personal
firewall software on your computer, or some other firewall in the path is blocking
connections on this TCP port,

® Are ywou using Windows Firewall, Mcafee®, Norton, Comodo, Zone alarm®, aYG, or other
security software?

® If vour software is prompting you to validate the connection, please accept and try
again,

® Manual configuration changes to your software may be required,

® For technical details about this port test, please click the Support button,

In this example, the Remote AccessTe f ai | ed banfitt®en | sgyweenti ni
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NETLAB+ now allows the administrator to defineetRemote Access Port (or list of
ports) that may be used in place of the factory default, port 23.

There are several reasons why the Remote Access Test may fail:

1) Personal Firewall settings on your computer The personal firewall software on
your computer may be set by default to prohibit the port conneciibis. issue is
routinely resolved by selecting to allow the connection when prompted by-appop
window from your personal firewall software.

2) Security policy at your current location: It is possible that local security policy does
not allow outbound access using the port(s) chosen hyameAB+ administrator. This

is the most likely diagnosis if you are able to successfully access the systeanfsther
location.

3) Ports have not been opened in the site firewalhs part é the installation process,
you mustbe certain to open the ports in the site firewall that have been designated
available for outbound client connectioriBhis is only likdy to be the problem if all
users are unable to establish a connection.

£ Try Again Repeat the port test.

£ Skip Test Skip remote access test and login.

@) Learn More Mare information to help vou troubleshaot,
2~ Support Show port test details for technical suppont.

Usethed Tr y  Aaptaom ihyou wish to repeat the test aféeljustingyour personal
firewall settings.You may selecii S k i p if yo& préfed to proceed to your
MyNETLAB page without resolving the issue at thisein¥You will not have emote
device access, remote PC access or chat fundtbasfunctions will be available in a
future software release).
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3 MyNETLAB Student Interface

After successful loginthe MyNETLAB studentinterface pagevill be displayed.

STUDEMT
File Scheduler Profile Curriculum Logout Help 5

Welcome to the NETLAR system of X2 Tech!

You have 1 message.

LAB RESERY ATIONS

ICs DATE / TIME DESCRIPTION POD
035 TODAY & Marv S - POD 1
=2 i Y Simith (mamith)
008 - 1Z00PM |~y e Fall Class BASIC ROUTER POD v2
e}i 3 Routers
—!i PC Support
936 | TODAY P+ B B8 Class COVP Fall Class POD 1
TOORM - Z30PM | T D BASIC ROUTER POD v2
e“j 3 Routers
—!' PC Support

Refresh this page to check for recently scheduled labs.

N

o

Scheduler File Manager Profile Curriculum
Jan \"L" |' f,
] Q VAS

.
=

-

Reserve lab time ar Manage device Change yaour persanal Acoess class learning
check the schedule, configuration files, settings, rmaterials,
Logout Help
In the upper right cornethepr i vi | ege o0l ewval yfosutru dJesretr name ar €

The menu bar at the top of theesen contains choicescluding File, SchedulerProfile,

Curriculum , Logout andHelp. These functions are accessed by selecting them on the
menu bar or the corsponding icon on the page.

UsetheFile link to enter the section wheyeu may manage your owaonfiguration files
and access shared files created for your class by your instructor.
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You may use th&chedulerto schedule lab timef your instructor hashosen to enable
this access tgour class The scheduling featuffacilitates schaluled access to lab
equipment.

Use theProfile link to update youuserpreferencesYou may update your email
address, password and Telnet client selection.

Subject toavailability, you can reference course content information irCtiveiculum
section. This can includéearning materials that supplement ytabs.

TheLogout link is used to logout of theETLAB+ system

SelecttheHelp section to accedmks to documentation and FAQs.

The section below the menu bar may contain information provided INETeAB+
administrator pertaining to your use or scheduling oNBELAB+ resources. Review

the section each time you log in.

Any scheduled lab times for yand your classes will be listed on the page. You may
see instructeled reservations, team reservations, and individual reservations.

You may see a message indicator on the page. Selbteisgpgewill display
informational or error messages pertainiodab reservations or the status of lab devices.

The messages will be retained by exiting usingQlusebutton. You may delete some
or all of the messages by using Delete Selecte@r Delete All buttons.
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