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1 Introduction 

 

NETLAB+
®
 is the premiere remote lab appliance for information technology training and 

distance learning, developed by Network Development Group, Inc. Students and instructors 

can share worldwide access to real lab equipment in a training environment that is easy to use 

and manage.  

 

Depending on how your instructor has opted to use the NETLAB+ system, your may be 

able to log in, create and edit configuration files, and program one or more lab devices.  

Because NETLAB+ equipment can be accessed from any PC and browser connected to 

the Internet, you can perform configuration tasks from virtually anywhere.  The 

NETLAB+ scheduler provides controlled access to the lab equipment.  All lab access is by 

reservation, using the scheduler. 

 

Your instructor may also choose to use the NETLAB+ system within the classroom.  The 

Instructor-led lab features of NETLAB+ provide an effective way to teach new 

configuration tasks, as instructors lead their class through a lab exercise.  Instructors can 

issue configuration commands to one or more devices while each student observes the 

process within a Telnet session initiated through NETLAB+. 

 

Using NETLAB+, you may be given assignments to complete individually, or as part of an 

assigned team.  Students grouped into teams can work together from different locations.  

 

. 
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2 Initial Login 
 

Students access the NETLAB+ system via the web interface.  Your instructor will provide 

you with the URL or IP address of the NETLAB+ server that you may access using your 

web browser.  To access the login page, direct a browser to the IP address of the 

NETLAB+ server.  Please review the information on the login page concerning browser 

support and firewall use. 

 

You will also receive a username and initial password.  Enter your username and 

password in the login box located on the left side of the page.   
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2.1 New Password 

 

On your first login, you will be required to change your password after you successfully 

provide your Username and initial Password.  NETLAB+ enforces strong passwords.   

 

Passwords must meet the following requirements: 

Á Not found in the English dictionary and not too simple 

Á Between 7 and 16 ASCII characters 

Á Contain both numbers and letters 

 

One strategy you may find helpful is to combine a word together with numbers.  For 

example, you could not use the word ñairplaneò but you could use ñairplane789ò.  You 

may not reuse your initial password.   

 

 
 

An error message is displayed if the password entered does not meet requirements.  The 

message will indicate why the password was unacceptable.  This example shows an error 

message displayed when the new password entered is a simple word found in the 

dictionary and therefore not eligible to be a password on the system. 

 

 
 

 

The MyNETLAB Instructor Interface, described in the next section, will be displayed 

after you have successfully changed your password. 
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2.2 Time Zone 

 

You will select the Time Zone appropriate to your region.  Selecting the correct time 

zone is important, to allow correct time information to be displayed when using the 

scheduler (see section 5).   

 

 
 

 
2.3 Email Address 

 

The next field you will be prompted to enter is your Email Address.  This field may 

already contain a value, if an email address was entered at the time your account was 

created.  If so, edit the email address if necessary. 
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2.4 Remote Access Test 
 

A Remote Access Test is performed during each user login.  The purpose of the test is to 

attempt to establish an outbound TCP connection.  This connection is necessary for 

remote device access, remote PC access and access to chat functions (chat functions will 

be available in a future software release).   

 

This test will fail if a connection using the TCP port(s) defined by the NETLAB+ 

administrator cannot be established.  

 

 
 

 

In this example, the Remote Access Test failed when student ñbsmithò logged in.   
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NETLAB+ now allows the administrator to define the Remote Access Port (or list of 

ports) that may be used in place of the factory default, port 23.  

 

There are several reasons why the Remote Access Test may fail: 

 

1) Personal Firewall settings on your computer:  The personal firewall software on 

your computer may be set by default to prohibit the port connection.  This issue is 

routinely resolved by selecting to allow the connection when prompted by a pop-up 

window from your personal firewall software.   

 

2) Security policy at your current location:  It is possible that local security policy does 

not allow outbound access using the port(s) chosen by the NETLAB+ administrator.  This 

is the most likely diagnosis if you are able to successfully access the system from another 

location. 

 

3) Ports have not been opened in the site firewall: As part of the installation process, 

you must be certain to open the ports in the site firewall that have been designated 

available for outbound client connections.  This is only likely to be the problem if all 

users are unable to establish a connection. 

 

 
 

 

Use the ñTry Againò option if you wish to repeat the test after adjusting your personal 

firewall settings.  You may select ñSkip Testò if you prefer to proceed to your 

MyNETLAB page without resolving the issue at this time.  You will not have remote 

device access, remote PC access or chat functions (chat functions will be available in a 

future software release). 
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3 MyNETLAB Student Interface 

 

After successful login, the MyNETLAB student interface page will be displayed. 

 

 
 

In the upper right corner, the privilege level ñstudentò and your Username are displayed. 

 

The menu bar at the top of the screen contains choices including File, Scheduler Profile, 

Curriculum , Logout and Help.  These functions are accessed by selecting them on the 

menu bar or the corresponding icon on the page. 

 

Use the File link to enter the section where you may manage your own configuration files 

and access shared files created for your class by your instructor. 
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You may use the Scheduler to schedule lab time, if your instructor has chosen to enable 

this access to your class.  The scheduling feature facilitates scheduled access to lab 

equipment.  

 

Use the Profile link to update your user preferences.  You may update your email 

address, password and Telnet client selection. 

 

Subject to availability, you can reference course content information in the Curriculum 

section.  This can include learning materials that supplement your labs. 

 

The Logout link is used to logout of the NETLAB+ system.   

 

Select the Help section to access links to documentation and FAQs.  

 

The section below the menu bar may contain information provided by the NETLAB+ 

administrator pertaining to your use or scheduling of the NETLAB+ resources.  Review 

the section each time you log in. 

 

Any scheduled lab times for you and your classes will be listed on the page.  You may 

see instructor-led reservations, team reservations, and individual reservations. 

 

You may see a message indicator on the page.  Selecting Message will display 

informational or error messages pertaining to lab reservations or the status of lab devices. 

 

 
 

 

The messages will be retained by exiting using the Close button.  You may delete some 

or all of the messages by using the Delete Selected or Delete All buttons. 

 

 
 


