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1 Introduction

NETLAB+® is the premiere remote lab appliance for information technology training and
distance learningleveloped by Network Development Group,. I8tudents and instructors
canshare worldwide accesstteal lab equipment intaaining environment that is easy to use
and manage.

Depending on how yaunstructor ha®ptedto use theNETLAB+ system yourmay be
able tolog in, create and edit configuration files)yd program one or mol&b devices
BecauseNETLAB+ equipment an be accessed from any PC and browsenaxied to
the Internet, yowan perform configuration tasks from virtually anywhefée

NETLAB+ scheduler pvides controlled access tize lab equipment.All lab access is by
reservation, using the scheduler.

Your instructormay also choose to use tNETLAB+ system within the classroom. The
Instructorled lab features dIETLAB+ provide an effective way to teach new
configuration tasks, as instructors lead theasslthrough a lab exercisstructorscan

issue configuration commands to one or more devices while each student observes the
process within a Telnet session initiated throNgITLAB+.

UsingNETLAB+, youmaybe given assignments to complatdividually, or as part of an
assigned teamStudentsgyrouped into teams camork together from different locations.

10/6/2008 Page3 of 65



NETLAB+ StudentGuide www.hetdevgrougom

2 Initial Login

Studentsaccess th&8IETLAB+ system via the web interfac&.our instructorwill provide
you with the URL or IP address of tNETLAB+ server that you may access using your
web browser To access the login page, direct a browser to the IP address of the
NETLAB+ server. Please review thaformation on the logipageconcerningorowser
support andirewall use.

You will also receive a usernaraed initial passwordEnter yair username and
password in the login box located on the left side of the page.

NETLAE Academy Edition® provides remote access to Cisco
Username Metworking Academy Program lab equipment and curriculum. To
access, you need a user ID and password, assigned by your

msmith ) o
instructor or local system administrator,
Password Personal Firewall software can interfere with NETLABR. If yvou are

having login problems ar other issues, please disable your personal
firewall to see if that fixes the problem. If so, adjust your firewall

software accardingly.

Required Browser Plugins and Options
Forgot password?

Jaya™ Enabled (IE users see below)
JavaScript Enabled
Cookies Enabled (for this site)

Fopup Windows Enabled (disable popup blockers for this site)

POWERED BY

mE Browser Support

NETLAB Browser Version Status
Microsoft Internet Explorer (Windows) 5.5, 6.x O Supported
Firefox 1. ©] Supported
bozilla 1.x O Beta (hot tested)
7. O Beta (hot tested)
Metscape B.x @ ot supparted (bugs)

4% ® Obsalete

Microsoft Internet Explorer users may need a lava plug-in. ¥ou
can obtain Java at java.sun.com.

10/6/2008 Page4 of 65



NETLAB+ StudentGuide www.hetdevgrougom

2.1 New Password

On your first login, you will be required to change your password after you successfully
provide your Username and initial PasswokEETLAB+ enforces song passwords.

Passwords must meet the following requirements:
A Not found in the English dictionary and not too simple
A Between 7 and 16 ASCII characters
A Contain both numbersand letters

One strategy you may find helpful is to combine a word togetiternumbers. For
example, you could not use the word fAairplan
may not reuse your initial password.

Mew Password ‘=5

Re-type Hew Password

() OK

An error message displayed if the password entered does not meet requirements. The
message will indicate ly the password was unacceptable. This example shows an error
message displayed when the new password entered is a simple word found in the
dictionary and therefore not eligible to be a password on the system.

New password is too simple, found in dictionary.

Please make corrections.

The MyNETLAB Instructor Interface, desibed in the next section, will be displayed
after you have successfully changed your password.
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2.2 Time Zone

You will select theTime Zone appropriate to your region. Selecting the correct time
zone is important, to allow correct time information to b@ldiged when using the
scheduler (see sectiih

Time Zone | (GMT-05:00) Eastern Time (US & Canada) §|

(GRT-12:00) Eniwetalk, Kwajalein -
(GMT-11:00) Midway Island, Samoa
(GhT-10:000 Haweali

(GhT-09:00) Alaska

(GMT-08:00) Pacific Time (IUS & Canada)
(

(

(

(

GhT-07.00) Arnizona

GhT-07.00) hdountain Time (LIS & Canada) —
GhT-06:00) Central Time (L= & Canada)

G T-06:00) Mexico City, Tegucigalpa

Gk T-06:00) Saskatchawan

(G T-05:007 Eastern Time (IS & Canada)
(GMT-05:00) Indiana (East)
(GMT-04:00) Atlantic Time (Canada)
(GMT-04:00) Caracas, La Paz
(GMT-03:30) Mewfoundland
(GKT-03:00) Brasilia
(
(
(
[

GhT-03:00) Buenos Aires, Georgetown

GhAT-02:00) Mick-Atlantic

GAT-01:00) Azares, Cape Yerde |sland

GhT+00:00) Casablanca, Monrowia ad

2.3 Email Address

The next field you will be prompted to enter is y&umail Address This field may
already contain a value, if an email address was entered at the timecgount was
created. If so, edit the email address if necessary.

E-mail Address|scnrpiu@fiminnalname.urg
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2.4 Remote Access Test

A Remote Access Test is performed during each user Iddie.purpose of the test is to
attempt to establish an outbound TCP connection. This connection ssasckor
remote device access, remote PC acardsaccess to chat functiofzhat functions will
be available in a future software release).

This test will fail if a connection using the TCP port(s) defined byNtheLAB+
administrator cannot be eslisbed.

Remote Access Test STUDEMT

PORT TEST FAILED

& TCRAIP connection for remote console and remote PC functions could not be
established,

T
T
Personal Firewall Internet Firewall NETLAB+
Firewall Server
Software

Please refer to the diagram above.

This system uses TCP port 23 for remote access functions. It is possible that personal
firewall software on your computer, or some other firewall in the path is blocking
connections on this TCP port,

® Are ywou using Windows Firewall, Mcafee®, Norton, Comodo, Zone alarm®, aYG, or other
security software?

® If vour software is prompting you to validate the connection, please accept and try
again,

® Manual configuration changes to your software may be required,

® For technical details about this port test, please click the Support button,

In this example, the Remote AccessTe f ai | ed banfitt®en | sgyweenti ni
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NETLAB+ now allows the administrator to defineetRemote Access Port (or list of
ports) that may be used in place of the factory default, port 23.

There are several reasons why the Remote Access Test may fail:

1) Personal Firewall settings on your computer The personal firewall software on
your computer may be set by default to prohibit the port conneciibis. issue is
routinely resolved by selecting to allow the connection when prompted by-appop
window from your personal firewall software.

2) Security policy at your current location: It is possible that local security policy does
not allow outbound access using the port(s) chosen hyameAB+ administrator. This

is the most likely diagnosis if you are able to successfully access the systeanfsther
location.

3) Ports have not been opened in the site firewalhs part é the installation process,
you mustbe certain to open the ports in the site firewall that have been designated
available for outbound client connectioriBhis is only likdy to be the problem if all
users are unable to establish a connection.

£ Try Again Repeat the port test.

£ Skip Test Skip remote access test and login.

@) Learn More Mare information to help vou troubleshaot,
2~ Support Show port test details for technical suppont.

Usethed Tr y  Aaptaom ihyou wish to repeat the test aféeljustingyour personal
firewall settings.You may selecii S k i p if yo& préfed to proceed to your
MyNETLAB page without resolving the issue at thisein¥You will not have emote
device access, remote PC access or chat fundtbasfunctions will be available in a
future software release).
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3 MyNETLAB Student Interface

After successful loginthe MyNETLAB studentinterface pagevill be displayed.

STUDEMT
File Scheduler Profile Curriculum Logout Help 5

Welcome to the NETLAR system of X2 Tech!

You have 1 message.

LAB RESERY ATIONS

ICs DATE / TIME DESCRIPTION POD
035 TODAY & Marv S - POD 1
=2 i Y Simith (mamith)
008 - 1Z00PM |~y e Fall Class BASIC ROUTER POD v2
e}i 3 Routers
—!i PC Support
936 | TODAY P+ B B8 Class COVP Fall Class POD 1
TOORM - Z30PM | T D BASIC ROUTER POD v2
e“j 3 Routers
—!' PC Support

Refresh this page to check for recently scheduled labs.

N

o

Scheduler File Manager Profile Curriculum
Jan \"L" |' f,
] Q VAS

.
=

-

Reserve lab time ar Manage device Change yaour persanal Acoess class learning
check the schedule, configuration files, settings, rmaterials,
Logout Help
In the upper right cornethepr i vi | ege o0l ewval yfosutru dJesretr name ar €

The menu bar at the top of theesen contains choicescluding File, SchedulerProfile,

Curriculum , Logout andHelp. These functions are accessed by selecting them on the
menu bar or the corsponding icon on the page.

UsetheFile link to enter the section wheyeu may manage your owaonfiguration files
and access shared files created for your class by your instructor.
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You may use th&chedulerto schedule lab timef your instructor hashosen to enable
this access tgour class The scheduling featuffacilitates schaluled access to lab
equipment.

Use theProfile link to update youuserpreferencesYou may update your email
address, password and Telnet client selection.

Subject toavailability, you can reference course content information irCtiveiculum
section. This can includéearning materials that supplement ytabs.

TheLogout link is used to logout of theETLAB+ system

SelecttheHelp section to accedmks to documentation and FAQs.

The section below the menu bar may contain information provided INETeAB+
administrator pertaining to your use or scheduling oNBELAB+ resources. Review

the section each time you log in.

Any scheduled lab times for yand your classes will be listed on the page. You may
see instructeled reservations, team reservations, and individual reservations.

You may see a message indicator on the page. Selbteisgpgewill display
informational or error messages pertainiodab reservations or the status of lab devices.

You have 1 message.

The messages will be retained by exiting usingQlusebutton. You may delete some
or all of the messages by using Delete Selecte@r Delete All buttons.

melect [0 Time Description

The following lab reservation was deleted by
Jdoe2006 (Jane Doe), who had administrative
rights to perform this action.

*

Rezervation: 898
Paod: PCOD 1

otarting: Thu Feb 3, 2005 12:00FPM
Eastern Time (U5 & Canada)

Type: Team reservation
Resened for, Team A

¥ 16 Mon Feb 13, 2006 4:30AM

L

* *

[ Cloze ] [ Delete Selected ] [ Delete All
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4 Set Your Student Profile

To set he apprgriate values in your studeptofile, access the profile
page by selecting Profile on tMyNETLAB menu bar or the link in the
body of the pageSome information may have been set by your

f instructor when creating your student account.
You shouldupdate your profile information as needed.

File Scheduler [Profilel Curriculum Logout Help

Your current profile settings will be displayed.

ACCOUNT SETTINGS (msmith]
Full Mame | hary Smith
Community XY 7 Technical College

Frivieges  Student
O Pazswaord | (not displayed)
© Time Zone | (GMT-05:00) Eastern Time (US & Canada)
© E-mail Addre=s | mamith@Efictionalname. org
0 Telnet Client | NETLAR Telnet Applet

The first field,Passwordallows you to change yopassword. Select the password field
to display the change password screen.

Passwords must meet té following requirements:
A Not found in the English dictionary and not too simple
A Between 7 and 1\SCII characters
A Contain both numbersand letters

Cumrent Password |

Hew Password |5

Re-type Hew Password

() OK | [5 Cancel |

An error message will be displayed if the entered password does not meet these
requirements.See sectio 2 for details.

TheTime Zonefield allows you to select the time zone appropriate to your region.

Selecting the correct time zone is important, to allow correct time information to be
displayedwhen using th scheduler (sesectionb).
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METLAR will display all times relative to this setting.

Time Zone | (GMT-05:00) Eastern Time (US & Canada) v

. GMT-05:00) Indiana (East)

[

(GMT-04:00) Atlantic Time (Canada)
(GMT-04:00) Caracas, La Paz
(GMT-03:30) Newfoundland
(GMT-03:00) Brasilia

(GMT-03:00) Buenos Aires, Georgetown
(GMT-02:00) Mid-Atlantic

(GMT-01:00) Azares, Cape Verde Island
(GMT+HIO:00
(GMT+HIO:00
(GMT+HIO:00
(GMT+HI1:00

Casablanca, Monrovia

Greenwhich Mean Time

Dblin, Edinburgh, Lisbon, London
Armsterdam, Copenhagen, Madrid, Paris

A S

Enter your email address in the eh@ldress field.

E-mail Address | msmith(@fictionalname.org

) OK Cancel

Your Telnet Client preference may be changed if need¥du may use the optional
Javabased Telnet Applets supplied wRIETLAB+, oryou may use your own Telnet
client application installed on your local machine.

e NETLAB + Telnet Applet provides a Telnet applet streamlined RETLAB+. It
operates in linenode thats suitable for devices with a command line interface.
It loads quikly, provides automatic login, can be resized in Microsoft Internet
Explorer, and can provide a different color scheme for each device.

e Java Telnet Appletprovides a consistent interface, automatic login, and full
VT100 terminal emulationlt is 165 kilbbytes, so it may load slowly the first
time over a slow network connection.

e Local Telnet Client option will prompt for youNETLAB+ user ID and password
each time you connect to a devicéour browser (or client computer) must be
configured to associatURL's in the form of telnet:// with your local Telnet client
application.

Windows XP UsersPlease Note Both the Javd” Telnet Applet andNETLAB+ Telnet
Applet require Javd'. You can get the Java phig for Windows XP from

[ava.sun.com
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For both the Java alNETLAB+ applets, options for automatic login, initial width and
height of the window, color scheme and font size may be selected.

Client | @ NETLAB Telnet Applet
O Java Telnet Applet
O Local Telnet Client

Automatic Login | automatically login to device when connecting

Initial Width/Height | 600 v x| 600 v

Color Scheme I Use a different color for each device #

Font Size I'IE * point
(4 OK &3 Cancel
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5 Schedule Lab Reservations

NETLAB+ includes a scheduling featuto facilitate scheduled access to
lab equipment.f your instructor has configuredETLAB+ to allow
students to schedule their own lab time, you will see a link for the
Schedulersection on the MyNETLAB screerSelecting this link will
open the scheding utility to reserve the equipment for a particular lab
exerciseor a block of time.

Jan

3

To schedule a lab reservation, sefechedulerfrom the menu bar or thenk on the
body of the MyNETLABpage.

File [5chedulerf Profile Curriculum Logout Help

The list of classes that yowesenrolled invherestudent lab scheduling @abledwill be
displayed. Unlike earlier versions d ETLAB+, you may now use a SingMETLAB+
account to accesbe system regardless of how magsseyou are enrolled.

YOLUR CLASSES

CLASES RLAME LEAD INSTRUCTOR[S] # EMROLLED =TART DATE EMD DATE
© CCMP Fall Class Jane Doe B Jan 21, 2006 May 15, 2006
O FMNS review class Jane Doe 3 Mone Maone

Select a class by clicking on the class name liftke scheduling options available to you
will depend on what options your instructor has enabled for the class. You may have the
choice of individual or team reservationgour team assignment (if availabis)made
by your instructor. See sectid@rfor a description of the different types of lab sessions
available to students.

Scheduling Options

Your class allows both individual and team reservations,

You are a member of team A.

Team members are Ann Dole, John Smith, Mary Smith.

® 8 Reserve lab time for yourself

O 888 reserve lab time for vour team

(. OK | 5 Cancel |
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If curriculum content has been installed on yN&TLAB+ system, the course catalog
will be displayed allowing you to selecspecific exercise. Otherwise, you may proceed
directly to the reservation calendar as shown below.

This example shows lab exercises available NEBLAB ,e system An exercise may be
selectedy clicking on the exercise name. Notice that the dipgion allows the
selecton o f no éxercis® .

ARTIAL LIST OF LAB EXERCISES {BASED ON AVAILABLE LAB EQUIPMENT)

TYPE EXERCI=E MAME TIME LIMIT CESCRIPTHCR PCD TYPE
CCMA Pod @ Reserve Basic up to 4 hours | @ show topology | BASIC ROUTER POD v2
Router Pod %ersion e-“l 3 Routers
2 (no exercise) Y PC Support
CCNA Pod @ Reserve Basic up to 4 hours | @ show topology | BASIC SWITCH POD v2
Switch Pod Yersion — |1 Router, 2 Switches
2 (no exercise) 4y PCSuppoart
CCMAZ Lab 0 2.2.1: Router &0 min © view description| BASIC ROUTER PODv2
Configuration Llsing e-‘i 3 Routers
setup _|, PC Support
CCMAZ Lab |0 2.2.9: Cammand B0 min © view description BASIC ROUTER PODv2
Line Fundarmentals e-il 3 Routers
4 PC Support
CCMAZ Lab @ 3.1.2: Command S0 min (@ view description| BASIC ROUTER POD 2
Modes and Router e-‘i 3 Routers
[dentification _|, PC Support
CCRAZ Lab |0 3.1.3: Configuring &0 min © view description BASIC ROUTER POD w2
Router Pasgswords e—"]l 3 Routers
o PC Support

Oncean exercise has beenesgted thereservation calendar will be displayed, where a
reservation time may be selectddse the calendar in the upper left corner of the screen
to select the date for tmeservationby clicking on the date of your choic&ou may

scroll from month to month by selectingt < and = symbols.

The number of pods available for you to select from will depend tigonumber and
type of pods that have been installed on YeETLAB+ server that i@ appropriate for the
class curriculum and lab exercise.orSult your instructorf you have questions about
the pods available to you.
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Scheduler STUDENT
MyNETLAB Logout

; te and Local Time
Saturday February 17, 2006
S| B |7 15 § 1%:! 14_1 F-EbI'LIﬂI"f 11:35 AV
ﬁ ﬁ ﬁ ﬁ ﬁ E E 18 Eastern Time (US & Canada)
19720 |21 |22 |25 ) 24 |25
25| 27 |25 2006

a pod and reservation time for Reserve Basic PRouter Pod Yersion 2 {no

exercise) by clicking an a

POD 1 R
BASIC ROUTER POD w2

-l
e-i 3 Routers
| PC Support

12am |+ S0 937 CCNP Fall Class

lam

2am | B®® 938 CCNP Fall Class, Team B

3am

dam

S

@3 DB @

To selectareservation time, scroll the page up and down as needed to display available
reservapn times. Available times are indicated with &' symbol. Scrolling to the

bottom of the page will display the color legend, designed to make the calendar easy to
understand.

Color Legend

Diate you are viewing

Today's date

Time reserved for you

Tirnme reserved for someone else

Unreserved time

* |Access restricted to specific instructors and classes
Available time, click to reserve
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Once a lab reservation time has been selected by selecting an aviailal®:, the
confirmation page will be displayedSelect the appropriate option for initial
configuration of the pod equipment. The restore last configuraptan will try to
restore the lab to the state it was in at the end of the last attendedtiese
SelectConfirm to confirm the reservation @ack to Calendarto make changes.

Here, we show the confirmation screen fatadent self study session &iudent

A | mi tThednstructor has configured this class to allow students to schedule
individual reservationslf the classvereconfigured for team reservations, tReserved
For area would display the assigned team.

SelectConfirm to confirm the reservation &ack to Calendarto make changes.

Reservation Type |ndividual Self Study for Class
Class Hame CCMNP Fall Class
Exercizge 2.2.9 Command Line Fundamentals
Equipment Pod POD 1
Rezerve Pod For hary Smith
Time Zone Eastern Time (LIS & Canada)
Start Time Saturday February 18, 2006 4004
End Time Saturday February 18, 2005 5:00AM

Initial Configuration @) rasiore configs from last Basic Router Pod (Version 2) reservation (if any)
O no configs loaded (clean)

i) Confirm Reservation <2 Back to Calendar [ Cancel
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After confirming, a message will lbsplayed and you may makedditional reservations
orselectl 6 Doneto return to the MyNETLAB page.

Reservation 939

Feservation Type Individual Self Study for Class
Clezs Mame CCMNP Fall Class
Exercize Mame 2.9 Command Line Fundamentals
Equipment Pad P00 1
Reserved For |Mary Smith (msmith)
Time Zone (GMT-05:00) Eastern Time (US & Canada)
Start Time  Sat Feb 18, 2006 4:004M
End Time  Sat Feb 18, 2005 5: 004k
Initial Configuration |load last saved config (if any)

(4 I'm Done | &) Make Another Reservation |

Once a reservation has been confirmed, it beldiplayed on the MyNETLAB page.
Here, we see that reservation 939 has been added to thedistresérvations.

This example also shows a lab reservation occurring at the current time. Lab reservation
935 indicateNow rather tharFuture and theEnter Lab button is displayed. Entering a

lab session will be discussed in sectioh At this time, the reservation information will

al so appear on your instructordés MyNETLAB
participate in the session and monitor your progress or provide assistance.

LAB RESERYATIONS
D DATE f TIME DESCRIPTIC POD
035 HOW B vtary smi : POD 1
=asiCN g i v =imith (mamith)
110088 - 1Z00PM | o1 - onp Fall Class BASIC ROUTER POD v2
ENTER LAB e-‘i 3 Routers
_|, PC Support
937 |SatFeb 18,2006 | MaBB8 cnss: CONP Fall Class POD 1

BASIC ROUTER POD w2

il
e-i| 3 Routers

4 PC Support

939 SatFeb 18,2006 & 4are Sim : POD 1
==\ ! y Simith (mamithn)
400K - SO0AM |~ o e o Fall Class BASIC ROUTER POD v2

g
&i 3 Routers
| PC Support

T2:00AM - 1:304M Instructors: Jane Doe
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6 Delete Reservations

If you know you will be unable to make use of a lab reservation you have scheduled,
delete the reservatido allow the lab resources to be available for others to res@wue
the Lab Reservatiorsection of the MyNETLAB pagelick on the |& reservaibn

number tadisplay the reservation details.

Please Note: You may only delete reservations that you have scheduled

039 | Sat Feb 18, 2006 E War : . POD 1
— |4 ! vy Smith (maEmith])
4:00AM - 50086 |- e eE Fall Class BASIC ROUTER POD w2

=l
ﬁﬂjl 3 Routers

1 PC Support

SelectingOK will return you to the MyNETLAB pageith no deletion. Sele&ancel
Reservationto delete the reservation

Feservation 939

Reservation Type | Individual Self Study for Class
Cless Mame CCMP Fall Class
Exercize Mame |2.2.9 Cormmand Line Fundamentals
Equipment Pad P00 1
Reserved For |Mary Smith (msmith)
Time Zone | (GMT-05:00) Eastern Time (US & Canada)
Start Time  Sat Feb 18, 2006 4:0045K
Enc Time  Sat Feb 18, 2006 5:00AM
Initial Canfiguration |load last saved config (if any)

g OK | = Cancel Reservation |

A message will display indicating tmeservatiordeletion has been performed..

@ Reservation 939 deleted

() OK
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7 Lab Sessions

Section5 described howdb reservations are made usihg schedulingystem. Thelabs
will be listed inthe Lab Reservatiorsectionof the MyNETLAB page. Théabs
displayedwill include lab sessionfor your own uséindividual or teampandinstructor
led lab sessions.

I nstructor-led training time for a class These sessions are scheduled by
ﬁH your ingructor for lecturing or guiding a whole class of students.

H H Self-study time for student teams Team assignments are made by your
instructor. Your instructor may make lab reservations for your team, or
may choose to allow you to schedule your own tesgarvations.

Self-study time for individual students. Your instructor may make lab reservations
for you, or may choose to allow you to schedule your own reservations.

The reservation ID, status, Date and time of the reseryatistructorandbr

studentteam designationpod nameand type are displayed

Notice that this example lab access phge r  ussnei r tidgiaysseveral reservations
includinga currenindividual lab reservaon, a teanreservatiorand areservation for an
instructorled reservation.

LAR RESERY ATIONS
ICr DATE ! TIME DESCRIFTION PoD
O4F HOW B varv Smi . POD 1
=g i v =mith (msmith)
93040 - 103040 Class COMP Fall Class Bi.EI{: ROUTER POD v2
ENTER LAB &‘il 3 Routers
! PC Support
943 TODAY Pi+S88 iass: coP Fall Class POD 1
110080 - 12:00PM Instructars: Jane Dog Bi.EI{: ROUTER POD v2
eﬁi 3 Routers
_|, PC Support
S44 TODAY E‘IE‘IE‘I Team A Ann Dole, John Smith, Mary Smith POD 1

BASIC ROUTER POD v2

-l
eiil 3 Routers

1, PC Support

00PN - Z00PM oo COMP Fall Class
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7.1 Enter a Lab Session

Here, we show a lab reservationthathesebn s chedul ed f orusean i ndi vi
At the scheduled time, the lalessionndicates Now rather tharFuture and theEnter

Lab button will display. The studentan enter thdeab Accesdnterface by selecting the

Enter Lab button

LAB RESERYATIONS
ICs DATE / TIME DESCRIPTION POD
QAR HOW & are Smi , POD 1
=3 ; v Smith (mamith)
D30 - 10308 |~ e ol Class BASIC ROUTER POD v2
ENTER LAB ﬁ-‘i 3 Routers
_|, PC Support

ThelLab AccessPageis divided into several tabbed sections, allowing users to easily
access all 0NETLAB+0 s f u n c tTopology Action, Bthtes Connections Load
andSavesectons can be accessed by selecting the section name on tBettils on
each of these sectis is providedn sections.

You may see thinitializing indicatordisplayed on the page the very beginning of

your session This irdicates thaNETLAB+ is in the process of initializing the lab devices

in the topology to prepare them for use. When initialization is complet&/¢hé r e Do n e
button(for team) or| & Donebutton(for individual) will appearallowing you to end

the session prior to the scheduled end timegeeton7.3). Only instructors may

choose tendan instructofed session.
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Lab Access STUDEMT
MyNETLAB Logout g
POD 1 45 minutes remaining

Topology = Action Status  Connections  Load Save

Click on the content button below to view the lab instructions.

You are using a NETLAB Basic Router Pod for this exercise.
Only one router is required to complete the lab. All three
routers may be used for team or class activities.

Youwill access the router console remotely using NETLAB.
To open a console connection, click on one of the routers on
the left. This will provide the equivalent access of a local PC
and HyperTerminal.

Please note, NETLAB will allow maore than one user to
connect to each router or PC. This is a feature of METLAE,
not the router device.

2.2.9 Command Line Fundamentals [ Show Lab Content

Throughout your lab sessiomy may see thAlerts indicator appeafas shown in
previous picture of the lab access interjac8electing Alerts will display informational
or error messages pertaining to the status of the lab dévittesspod Thealerts can be
deleted or saved

Select ID - Time Description

The following lab reservation was deleted by
Jdoe2006 (lane Doe), who had administrative
tights to perform this action.

*

Feszervation: 893
Pod: PCOD 1

starting: Thu Feb 9, 2006 12:00P M
Eastern Time (U5 & Canada)

Type: Team reservation
Reserved for Team A

¥/ 16 Mon Feb 13, 2006 4:30AM

* *

* *

[ Close ] [ Delete Selected ] [ Delete All ]
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NETLAB+ devices may beaccessed by opening aliiet session thrggh theTopology,
Action, Statusor Connectionstabson theLab Accessnterface. Seesection8 for a
detailed description of ead®ction.

7.2 Accessing Devices

NETLAB+ supports two methods foemotely accessing lab devices:

¢ Remote Console for routers, switches, firewalls
¢ RemoteK/V/M (k eyboardvideoimousg for remote PCs

NETLAB+ devices may be accessed from the Topology, Status or Connections tabs on the
Lab Accessnterface(see sectior8 for a detailed description of each Yallo access a

device, select the Topology tab and click on the device in the drawing. Alternatively, you
may use the hyperlinks on Connection tab or Status tab.

By defaut, NETLAB+ will open the builin console viewer or remote PC viewer. These
viewers are Java based, so there is no special client to load (other than Java). You may
also use your own Telnet software Remote Consoleonnections (see sectidh

NETLAB+ support sharing of both console based devices and remote PCs. During an
instructorled session or a team reservation, multiple users may enter the lab and
simultaneously connect to the same device. This is ideal for betid&l Distance
Learning and tearbased collaboration.

Please Note: Each Remote K/V/M connection consumes additional CPU processing
power on the remote PC. A practical limit ¢ 3 shared sessions to the samemote

PC should be observed to maintain reasoitde response times. Remote Console
based connections (routers, switches, and firewalls) do not consume significant CPU
resources and can support as many as 30 sessions.
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7.2.1 Remote Console Connection

Remote Console connections provide remote access torisele port of devices such as
routers, switches and firewalls. These connections are established transparently through
an access server. The access server is not disphagfegtopology diagram. Busing

console portsNETLAB+ does not depend on tkenfiguration of théabtopology to

access device.

Consoledevices may be accessed from the Topology, Status or Connections tabs on the
Lab Accessnterface(see sectior8 for a detailed description of eatdl). To access a

device, select the Topology tab and click on the device in the drawing. Alternatively, you
may use the hyperlinks on Connection tab or Status tab.

By default, NETLAB+ uses the buiin viewer. You must click inside the window prior
to entering in commands.

In the followingexample, console access has been operR@OWIER1 by clicking on
the devicacon shown on the Topology tab displayedif.. NETLAB+ opens a Remote
Console viewer.

show wer _:J
Cisco Internetwork Operating 3ystem Joftware

I0% (tm) 2500 Software (CZ500-P-L), Wersion 12.1(22),
Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Tue 20-Dec-03 04:09 by nmasa

Image text-base: 0x03041EYC, data-base: Ox00001000

FOM: System Bootstrap, Version 11.0(10c), SOFTWARE
EOOTLDR: 35000 Bootstrap Joftware [(IGE-EOOT-R), Versio

Bouter uptime is 10 minutes
System returtied to ROM by power-on
Swatem image £ile iz "flash:czZi00-p-1.121-Z2Z.bin"

cisco 2500 [(68030) processor (revision N) with 6l44E/
Processor board ID 05973645, with hardware rewision O
H.ab gsoftware, Wergion 3.0.0.

1 Ethernet/IEEE 302.3 interface(s)

2 Serial network interface(s)

32K bytes of non-volatile conficquration memory.

192K bytes of processor board Svstem flash (Read ONL

Configuration register iz 0xEl4d (will be 0xZ102 at n |
--More-- I -

1 ]
Dizconnect | Control | Pauze | History |L"-Jh|:| | Statusz | Break | Tilde | CDEE:
m E METLAB janedoe |POD1 | R1 | connected
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If a third paty (local) Telnet client isconfigured in youNETLAB+ profile, the local
Telnet application will open arakkthe user to log in with thRETLAB+ user ID and
password. The username and password required here are the same as the ID and
password requiretlog into theNETLAB+ system.

Connecting...
Pleaze login to METLAB device.
Unauthorized access is prohibited.

MHETLAB user ID: janedoe

METLAB password:

You mustfirst click on the device before attempting to log in using a local Telnet client.
This action identifies the device tHeETLAB+ will subsequently establish a connection
to (after you provide your username gassword).

NETLAB+ Telnet Applet Correct Action = Click on the device you want to access.
e NETLAB+ connects you to the device.
¢ Login is automatic.

Local Telnet Application Correct Action = Click on the device you want to access.
(3" party Telnet client) e NETLAB+ invokes your Telnet client.

= Enter your username and password.

e NETLAB+ connects you to the device.

Incorrect Action = Telnet directly to NETLAB+ before clicking
on the device you want to access.

e This will not work.

Once a conneitn is established; ou may perform any activity s
console port.

You must click inside the window prior to entering in commands.

outers:?

®ec commards:
access-enable Create a temporary bAccess-List entry
access-profile Lpply user-profile to interface
clear Fezet functions
connect Open a terminal conhection
disable Turn off privileged commands
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NETLAB+ Remote Console provides several unique features that can be invoked once a
connection habeen established.

If you are using th&lETLAB+ Telnet Applet as your Remote Console viewer, you may
click on any of the buttons on the Telnet Button Bar to invoke these features.

--More-- I -
o T B
Dizconnect | Cantral | Pauze | History |1.-“-Jh|:| | Status | Break | Tilde | Calar | Font | Help |
mEE NETLAB ‘ ‘janedue JGaIacti-:a ‘ROUTER*I Il:l:unnected

&] Done ® Internet

If you are using a"8party (local) Telnet client, you can use kegid shortcuts to invoke
a feature. Each shortcut starts with a tilde (~) followed by a letter. To send a tilde (~) to
the console device, press tilde twice.

Button Keyboard | Description
Shortcut

Disconnect ~D Terminates your connection. Other users (if any) remain
connected.

Control ~C Click once to take control of a session so other users cannot type.
Click again to release control.

Pause ~P Click once to stop the device from displaying output. Click again to
resume output.

History ~H Replays recent output from the device.

Who ~W Lists users connected to the device.

Status ~S Displays the status of your connection.

Break ~B Sends a hardware break to the console device. Typically used for
password recovery exercises.

Tilde ~~ Sends a tilde character to the console device.

Color n/a Changes the screen colors. NETLAB+ Telnet Applet only.

Font n/a Changes the screen font. NETLAB+ Telnet Applet only.

Help ~? Displays this information.
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Shared access to a console device is facilitated autaihyafhs each user joins the
device. Remote Console based connections (routers, switches, and firewalls) do not
consume significant CPU resources and can support as many as 30 sessions.

Here, instructor Jane Doe hamnnected ttROUTER1 during aninstructor-led session.
As her students do the same, messages indicate when each user has joined the connection.

-

*** wou are connected to ROUTERL
**% prezs ~7 for help

Trying le9.254.1.22. ..
Connected to 169.254.1.:22.

Escape character iz 'off'.

#*% Jzmith (John Smith) joined the connection. ..

**% gijones (Arnold Jones) Jjoined the connection...

TheControl andWho features are used in conjunction with session sharing.

Clicking theControlbutton (or keyboard shortcut) allows you afé¢ control over the

device. Other users in the session may then watch your configuration commands, but
will not be able to type commands. Control can be transferred to other users during the
session to allow others to make configuration changes. Anlsewants to control the
device should click th€ontrolbutton.

Instructors have priority over students. An instructor may always take control from a
student, but a student cannot take control from an instructor. SimN&Ty,AB+

automated operatigrhave priority over both instructors and student. \\NERLAB+ is
performing an automated operation such as password recovery, it will take control of the
session. As this happens, users can watch but not interfere with the operation.

Here, Jane Doe baaken control of the device by pressing the Control button. A
message will alert everyone connected that Jane has taken control of the device.

FEouter>=
REouter>=

F®% Janedoe iz now controlling all input to the connection
Ru:uuter‘;—l

4 | k

Disu:u:unneu:tl Cantrol |F'ause | History |Wn|:| | Statuz | Break | Tilde | Calar | Font | Help

mm MNETLAB I Ijanedu:ue IGaIadica JROLITER1 ‘u:u:unneu:ted _
&) Dore & Internet
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Please Note: tlis not necessary to take control of a device whenig being shared,
but this may be hepful in preventing users from typing over each other.

Selecting th&Vho button will display a list of users currently connected to the device.
This information is also displayed on the Connections tab.

Dizconnect | Control | Pause | History | YWho | Status | Break | Tilde

B applet started @ Internet

The Statusbutton can be used to display whasttontrol of the session and the number
of connections.

Dizconnect | Cortral | Pause | History | Who | Status || Break | Tilde

l@ Applet started | | @ Internet

_____________________________________________________________________________________ .-

TheDisconnectbut t on i s used to close a useroés conn
connected to the device, they will remain connected. When the connection has been

closed, the reconnect thon will be displayed. Here, Jane Doe has disconnected from

ROUTERL1.
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L ]
|

Other connected users will see a message indicating that Jane has left the connection.

Dizconnect | Cartrol | Pause | Histary | Who | Status | Break | Tilde | Caolor

N|D|G 5
‘&oore o @nhternet

Connections can also be dropped using the function on the Connections tab (see section

8.4).
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7.2.2 Connection to a PC (Remote K/V/M)

NETLAB+ can also provide a connection to a PC. A remote PC configuredédaot

accessllows users to control the keyboard, video, and mouse using a Java based viewer.
Nospecialadl ent software (other than Java) is req!
NETLAB+ will download the viewer to the client whenever the user clicks on the PC

shown in the lab topology. Please seeNB&LAB+Remote PQuidefor more details.

Please Note: Theseonnections are graphically oriented and not recommended for
dial-up users.

Working from the topology shown in secti@ri, instructor jdoe2006as estaldhed a
connection to remoteC la

"5 o N 12 Te
Distormett | Cigboard | Send Ce-AlkDel | Retesh |
DI werens | [Pep [Fere [umm [cuzoc SRR
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Session sharing is facilitateditomatically byNETLAB+.

Here, student jsmith has also established a connect®@ tg and is sharing the
session with instructor jdoe2006.

Soresn Sizes | EMG0D |  1824aT6R

T -
FIEIE veriae P02 Peta |Lruse (o] Connected

Desconpect | Cliphoard | Send CirkAR-Ded REII'I'BEHI

Please Note: Each Remote K/V/M connection consumes additional CPU processing
power on the remote PC. A pactical limit of 3 shared sessions on a remote PC
should be observed to maintain reasonable response time
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Either user may view the list of connected users for all devices in the topology on the

www.netdevgrougom

connections tab (see secti®d). In this example, we can see that both Jane Doe and
jsmith are connected #C 1b. Jsmith has also established a connectid®®?toJane Doe

also has connections to devidées, R3, andPC 1la

Topology  Action Status Connections Load

Save Exercise

il ARE

PRICRITY

ISER IC
R1 Cisco 1841 (S0M14x%) jdoel2006
R2 Cisco 2801/2811 (S04 [smith
Ha Cigco 280172811 (S0AM/%)  jdoe200B
PC1a Linux JdoeZ006
FC1h Cther jdoel2006

Jstmith

Jane Doe
John Smith
Jane Doe
Jane Doe
Jane Doe
John Smith

CLICK OMN THE DEVICE MAME T OPEN A COMMECTION

<5 Drop My Connections |

The button bar on the viewer provides access teraéfunctionsPisconnect,

Clipboard, Send Ctrl-Alt -Del andRefresh

Disconnect | Clipboard | Send Ctr-altDel | Refresh |
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To disconnect from the PC, select tisconnectbutton. Connections can also be
dropped using the function on the Connections tab (see s&cfjon

TheClipboard can be used to copy and paste text between the remote PC and your PC.

m RemotePC Clipboard [= |B|X]

The cliphoard provides a place for text or commands you may .
wizh to copy or paste|

w
4| | »

Clear | Cloze

IWaming: Applet Window

PleaseNote: To usethe clipboard feature, the software on the remote PC software
must also support it. Currently, VMware does not implement the clipboard.

To simdate the actions of pressing C&lt-Delete, press th8endCtrl -Alt-Del button.

To refresh the view of the information you are currently displaying, seleBefiesh
button. You may find this helpful when the display appears incorrect or incomplete.
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7.3 End a Reservation

When the reservation time expires, all connections will be dropipéslimportant to
save any configuration filggrior to the session expiration if you want these files to be
available for future useUsers should allow 5 minute@s$ the end of the session to save
configuration files.Seesection8.6 for information on saving configuration files.

A reservation may also be ended prior to the saleeltime by usingth&ve 6 r e Do ne
button(for team), ol 6 m Duattan¢for individual). Thesebuttonswill appear after
initialization of the pod has been completed, at the start of a lab se§dioe We 6 r e

Done butbn will appearonly to theinstructorfor an instructoded session.

Lab Access STUDEMT
MyNETLAB Logout

Topology Action Status Connections Load Save

After confirming the selection, the session will be ended.

? ,/ Do you want to end this lab reservation right now?

Ik Cancel

The lab session wikndimmediatly end and any open user connections will be closed.
NETLAB+ will thenexecute a scrub to prepare the pquent for the next reservation.
After the lab sarb has completed, the scheduler will be updated to include any unused
time incremets of thirty minutes or more to be available for reservation
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8 Sections of the Lab Access Interface

This section describes in detail the functions available on each sefttiemlLab Access
Interface. Thed.ab Accesd?age is divided into several tabbed sections, allowing users to
easily access all NETLAB+6 s f u n c tTopolaogg Action, Bthtes Connections

Load andSavesections can be accessed by selecting theosetme on the tab.

You will notice that some functions can be performed from several of the tabbed
sections. For examplBETLAB+ devices may beccessed by openingsassion thragh
theTopology, Action, Statusor Connectionstabs.

8.1 Topology Tab

The Topology tabdisplays the lab topology including the IP addressing scheme and

physical or logical connections You may click on all devices configured for direct access
to establish direct console or GUI access.
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