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1 Introduction 

 

NETLAB+
®
 is the premiere remote lab appliance for information technology training and 

distance learning, developed by Network Development Group, Inc. Students and instructors 

can share worldwide access to real lab equipment in a training environment that is easy to use 

and manage.  

 

Depending on how your instructor has opted to use the NETLAB+ system, your may be 

able to log in, create and edit configuration files, and program one or more lab devices.  

Because NETLAB+ equipment can be accessed from any PC and browser connected to 

the Internet, you can perform configuration tasks from virtually anywhere.  The 

NETLAB+ scheduler provides controlled access to the lab equipment.  All lab access is by 

reservation, using the scheduler. 

 

Your instructor may also choose to use the NETLAB+ system within the classroom.  The 

Instructor-led lab features of NETLAB+ provide an effective way to teach new 

configuration tasks, as instructors lead their class through a lab exercise.  Instructors can 

issue configuration commands to one or more devices while each student observes the 

process within a Telnet session initiated through NETLAB+. 

 

Using NETLAB+, you may be given assignments to complete individually, or as part of an 

assigned team.  Students grouped into teams can work together from different locations.  

 

. 
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2 Initial Login 
 

Students access the NETLAB+ system via the web interface.  Your instructor will provide 

you with the URL or IP address of the NETLAB+ server that you may access using your 

web browser.  To access the login page, direct a browser to the IP address of the 

NETLAB+ server.  Please review the information on the login page concerning browser 

support and firewall use. 

 

You will also receive a username and initial password.  Enter your username and 

password in the login box located on the left side of the page.   
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2.1 New Password 

 

On your first login, you will be required to change your password after you successfully 

provide your Username and initial Password.  NETLAB+ enforces strong passwords.   

 

Passwords must meet the following requirements: 

Á Not found in the English dictionary and not too simple 

Á Between 7 and 16 ASCII characters 

Á Contain both numbers and letters 

 

One strategy you may find helpful is to combine a word together with numbers.  For 

example, you could not use the word ñairplaneò but you could use ñairplane789ò.  You 

may not reuse your initial password.   

 

 
 

An error message is displayed if the password entered does not meet requirements.  The 

message will indicate why the password was unacceptable.  This example shows an error 

message displayed when the new password entered is a simple word found in the 

dictionary and therefore not eligible to be a password on the system. 

 

 
 

 

The MyNETLAB Instructor Interface, described in the next section, will be displayed 

after you have successfully changed your password. 
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2.2 Time Zone 

 

You will select the Time Zone appropriate to your region.  Selecting the correct time 

zone is important, to allow correct time information to be displayed when using the 

scheduler (see section 5).   

 

 
 

 
2.3 Email Address 

 

The next field you will be prompted to enter is your Email Address.  This field may 

already contain a value, if an email address was entered at the time your account was 

created.  If so, edit the email address if necessary. 
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2.4 Remote Access Test 
 

A Remote Access Test is performed during each user login.  The purpose of the test is to 

attempt to establish an outbound TCP connection.  This connection is necessary for 

remote device access, remote PC access and access to chat functions (chat functions will 

be available in a future software release).   

 

This test will fail if a connection using the TCP port(s) defined by the NETLAB+ 

administrator cannot be established.  

 

 
 

 

In this example, the Remote Access Test failed when student ñbsmithò logged in.   
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NETLAB+ now allows the administrator to define the Remote Access Port (or list of 

ports) that may be used in place of the factory default, port 23.  

 

There are several reasons why the Remote Access Test may fail: 

 

1) Personal Firewall settings on your computer:  The personal firewall software on 

your computer may be set by default to prohibit the port connection.  This issue is 

routinely resolved by selecting to allow the connection when prompted by a pop-up 

window from your personal firewall software.   

 

2) Security policy at your current location:  It is possible that local security policy does 

not allow outbound access using the port(s) chosen by the NETLAB+ administrator.  This 

is the most likely diagnosis if you are able to successfully access the system from another 

location. 

 

3) Ports have not been opened in the site firewall: As part of the installation process, 

you must be certain to open the ports in the site firewall that have been designated 

available for outbound client connections.  This is only likely to be the problem if all 

users are unable to establish a connection. 

 

 
 

 

Use the ñTry Againò option if you wish to repeat the test after adjusting your personal 

firewall settings.  You may select ñSkip Testò if you prefer to proceed to your 

MyNETLAB page without resolving the issue at this time.  You will not have remote 

device access, remote PC access or chat functions (chat functions will be available in a 

future software release). 
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3 MyNETLAB Student Interface 

 

After successful login, the MyNETLAB student interface page will be displayed. 

 

 
 

In the upper right corner, the privilege level ñstudentò and your Username are displayed. 

 

The menu bar at the top of the screen contains choices including File, Scheduler Profile, 

Curriculum , Logout and Help.  These functions are accessed by selecting them on the 

menu bar or the corresponding icon on the page. 

 

Use the File link to enter the section where you may manage your own configuration files 

and access shared files created for your class by your instructor. 
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You may use the Scheduler to schedule lab time, if your instructor has chosen to enable 

this access to your class.  The scheduling feature facilitates scheduled access to lab 

equipment.  

 

Use the Profile link to update your user preferences.  You may update your email 

address, password and Telnet client selection. 

 

Subject to availability, you can reference course content information in the Curriculum 

section.  This can include learning materials that supplement your labs. 

 

The Logout link is used to logout of the NETLAB+ system.   

 

Select the Help section to access links to documentation and FAQs.  

 

The section below the menu bar may contain information provided by the NETLAB+ 

administrator pertaining to your use or scheduling of the NETLAB+ resources.  Review 

the section each time you log in. 

 

Any scheduled lab times for you and your classes will be listed on the page.  You may 

see instructor-led reservations, team reservations, and individual reservations. 

 

You may see a message indicator on the page.  Selecting Message will display 

informational or error messages pertaining to lab reservations or the status of lab devices. 

 

 
 

 

The messages will be retained by exiting using the Close button.  You may delete some 

or all of the messages by using the Delete Selected or Delete All buttons. 
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4 Set Your Student Profile 
 

To set the appropriate values in your student profile, access the profile 

page by selecting Profile on the MyNETLAB menu bar or the link in the 

body of the page.  Some information may have been set by your 

instructor when creating your student account. 

You should update your profile information as needed.  

 

 
 

Your current profile settings will be displayed.   

 

 
 

The first field, Password allows you to change your password.  Select the password field 

to display the change password screen.   

 

Passwords must meet the following requirements: 

Á Not found in the English dictionary and not too simple 

Á Between 7 and 16 ASCII  characters 

Á Contain both numbers and letters 

 

 
 

An error message will be displayed if the entered password does not meet these 

requirements.  See section 2 for details. 

 

The Time Zone field allows you to select the time zone appropriate to your region.  

Selecting the correct time zone is important, to allow correct time information to be 

displayed when using the scheduler (see section 5).   
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Enter your email address in the email address field. 

 

 
 

Your Telnet Client preference may be changed if needed.  You may use the optional 

Java-based Telnet Applets supplied with NETLAB+, or you may use your own Telnet 

client application installed on your local machine.    

 

 NETLAB + Telnet Applet provides a Telnet applet streamlined for NETLAB+.  It 

operates in line mode that is suitable for devices with a command line interface.  

It loads quickly, provides automatic login, can be resized in Microsoft Internet 

Explorer, and can provide a different color scheme for each device.  

 

 Java Telnet Applet provides a consistent interface, automatic login, and full 

VT100 terminal emulation.  It is 165 kilobytes, so it may load slowly the first 

time over a slow network connection.  

 

 Local Telnet Client option will prompt for your NETLAB+ user ID and password 

each time you connect to a device.  Your browser (or client computer) must be 

configured to associate URL's in the form of telnet:// with your local Telnet client 

application.  

 

Windows XP Users Please Note:  Both the Java
TM

 Telnet Applet and NETLAB+ Telnet 

Applet require Java
TM

.  You can get the Java plug-in for Windows XP from 

java.sun.com 
 

http://java.sun.com/
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For both the Java and NETLAB+ applets, options for automatic login, initial width and 

height of the window, color scheme and font size may be selected.  
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5 Schedule Lab Reservations 

 

NETLAB+ includes a scheduling feature to facilitate scheduled access to 

lab equipment.  If your instructor has configured NETLAB+ to allow 

students to schedule their own lab time, you will see a link for the 

Scheduler section on the MyNETLAB screen.  Selecting this link will 

open the scheduling utility to reserve the equipment for a particular lab 

exercise or a block of time.  

 

To schedule a lab reservation, select Scheduler from the menu bar or the link on the 

body of the MyNETLAB page. 

 

 
 

The list of classes that you are enrolled in where student lab scheduling is enabled will be 

displayed.  Unlike earlier versions of NETLAB+, you may now use a single NETLAB+ 

account to access the system regardless of how many classes you are enrolled. 

 

 
 

Select a class by clicking on the class name link.  The scheduling options available to you 

will depend on what options your instructor has enabled for the class.  You may have the 

choice of individual or team reservations.  Your team assignment (if available) is made 

by your instructor.  See section 7 for a description of the different types of lab sessions 

available to students. 
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If curriculum content has been installed on your NETLAB+ system, the course catalog 

will be displayed allowing you to select a specific exercise.  Otherwise, you may proceed 

directly to the reservation calendar as shown below. 

 

This example shows lab exercises available on a NETLABAE system.  An exercise may be 

selected by clicking on the exercise name.  Notice that the first option allows the 

selection of ñno exerciseò.  
 

 
 

 

Once an exercise has been selected, the reservation calendar will be displayed, where a 

reservation time may be selected.  Use the calendar in the upper left corner of the screen 

to select the date for the reservation by clicking on the date of your choice.  You may 

scroll from month to month by selecting the  and  symbols. 

 

The number of pods available for you to select from will depend upon the number and 

type of pods that have been installed on your NETLAB+ server that are appropriate for the 

class curriculum and lab exercise..  Consult your instructor if you have questions about 

the pods available to you. 
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To select a reservation time, scroll the page up and down as needed to display available 

reservation times.  Available times are indicated with an  symbol.  Scrolling to the 

bottom of the page will display the color legend, designed to make the calendar easy to 

understand.  
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Once a lab reservation time has been selected by selecting an available time ,  the 

confirmation page will be displayed..  Select the appropriate option for initial 

configuration of the pod equipment.  The restore last configuration option will try to 

restore the lab to the state it was in at the end of the last attended reservation.    

Select Confirm  to confirm the reservation or Back to Calendar to make changes. 

 

Here, we show the confirmation screen for a student self study session for student 

ñmsmithò.  The instructor has configured this class to allow students to schedule 

individual reservations.  If the class were configured for team reservations, the Reserved 

For area would display the assigned team. 

 

Select Confirm  to confirm the reservation or Back to Calendar to make changes. 
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After confirming, a message will be displayed and you may make additional reservations, 

or select Iôm Done to return to the MyNETLAB page. 
 

 

 

 

Once a reservation has been confirmed, it will be displayed on the MyNETLAB page.  

Here, we see that reservation 939 has been added to the list of lab reservations.   

 

This example also shows a lab reservation occurring at the current time.  Lab reservation 

935 indicates Now rather than Future and the Enter Lab  button is displayed.  Entering a 

lab session will be discussed in section 7.1.  At this time, the reservation information will 

also appear on your instructorôs MyNETLAB page, giving your instructor the option to 

participate in the session and monitor your progress or provide assistance.  
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6 Delete Reservations 
 

If you know you will be unable to make use of a lab reservation you have scheduled, 

delete the reservation to allow the lab resources to be available for others to reserve.  On 

the Lab Reservations section of the MyNETLAB page, click on the lab reservation 

number to display the reservation details. 

 

Please Note: You may only delete reservations that you have scheduled 

 

 
  

 

Selecting OK will return you to the MyNETLAB page with no deletion.  Select Cancel 

Reservation to delete the reservation 

 

 
 

 

A message will display indicating the reservation deletion has been performed..  

 

 
 

 



NETLAB+ Student Guide    www.netdevgroup.com 

 

 10/6/2008 

 
Page 20 of 65 

7 Lab Sessions 

 

Section 5 described how lab reservations are made using the scheduling system.  The labs 

will be listed in the Lab Reservations section of the MyNETLAB page.  The labs 

displayed will include lab sessions for your own use (individual or team) and instructor-

led lab sessions.   

 

Instructor-led training time for a class.  These sessions are scheduled by 

your instructor for  lecturing or guiding a whole class of students.  

 

Self-study time for student teams.  Team assignments are made by your 

instructor.  Your instructor may make lab reservations for your team, or 

may choose to allow you to schedule your own team reservations. 

 

Self-study time for individual students.  Your instructor may make lab reservations 

for you, or may choose to allow you to schedule your own reservations. 

 

The reservation ID, status, Date and time of the reservation, instructor and/or 

student/team designation,  pod name, and type are displayed.   

 

Notice that this example lab access page for user ñmsmithò displays several reservations 

including a current individual lab reservation, a team reservation and a reservation for an 

instructor-led reservation. 
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7.1 Enter a Lab Session 

 

Here, we show a lab reservation that has been scheduled for an individual studentôs use. 

At the scheduled time, the lab session indicates Now rather than Future and the Enter 

Lab button will display.  The student can enter the Lab Access Interface by selecting the 

Enter Lab  button 

 

 
 

 

The Lab Access Page is divided into several tabbed sections, allowing users to easily 

access all of NETLAB+ôs functions.  The Topology, Action, Status, Connections, Load 

and Save sections can be accessed by selecting the section name on the tab. Details on 

each of these sections is provided in section 8. 

 

You may see the Initializing  indicator displayed on the page at the very beginning of 

your session.  This indicates that NETLAB+ is in the process of initializing the lab devices 

in the topology to prepare them for use.  When initialization is complete, the Weôre Done 

button (for team), or Iôm Done button (for individual) will appear allowing you to end 

the session prior to the scheduled end time (see section 7.3).  Only instructors may 

choose to end an instructor-led session. 
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Throughout your lab session, you may see the Alerts indicator appear (as shown in 

previous picture of the lab access interface).  Selecting Alerts will display informational 

or error messages pertaining to the status of the lab devices in the pod.  The alerts can be 

deleted or saved. 

. 

 
 



NETLAB+ Student Guide    www.netdevgroup.com 

 

 10/6/2008 

 
Page 23 of 65 

 

NETLAB+ devices may be  accessed by opening a Telnet session through the Topology, 

Action, Status or Connections tabs on the Lab Access interface.  See section 8 for a 

detailed description of each section. 

 

 
7.2 Accessing Devices 
 

NETLAB+ supports two methods for remotely accessing lab devices: 

 

 Remote Console for routers, switches, firewalls 

 Remote K/V/M (k eyboard/video/mouse) for remote PCs 

 

NETLAB+ devices may be accessed from the Topology, Status or Connections tabs on the 

Lab Access interface (see section 8 for a detailed description of each tab).  To access a 

device, select the Topology tab and click on the device in the drawing.  Alternatively, you 

may use the hyperlinks on Connection tab or Status tab. 

 

By default, NETLAB+ will open the built-in console viewer or remote PC viewer.  These 

viewers are Java based, so there is no special client to load (other than Java).  You may 

also use your own Telnet software for Remote Console connections (see section 4). 

 

NETLAB+ support sharing of both console based devices and remote PCs.  During an 

instructor-led session or a team reservation, multiple users may enter the lab and 

simultaneously connect to the same device.  This is ideal for both Blended Distance 

Learning and team-based collaboration. 

 

Please Note: Each Remote K/V/M connection consumes additional CPU processing 

power on the remote PC.  A practical limit of 3 shared sessions to the same remote 

PC should be observed to maintain reasonable response times.  Remote Console 

based connections (routers, switches, and firewalls) do not consume significant CPU 

resources and can support as many as 30 sessions. 
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7.2.1 Remote Console Connection 
 

Remote Console connections provide remote access to the console port of devices such as 

routers, switches and firewalls.  These connections are established transparently through 

an access server.  The access server is not displayed in the topology diagram.  By using 

console ports, NETLAB+ does not depend on the configuration of the lab topology to 

access a device. 

 

Console devices may be accessed from the Topology, Status or Connections tabs on the 

Lab Access interface (see section 8 for a detailed description of each tab).  To access a 

device, select the Topology tab and click on the device in the drawing.  Alternatively, you 

may use the hyperlinks on Connection tab or Status tab. 

 

By default, NETLAB+ uses the built-in viewer.  You must click inside the window prior 

to entering in commands. 

 

In the following example, console access has been opened to ROUTER1 by clicking on 

the device icon shown on the Topology tab displayed in 7.1.  NETLAB+ opens a Remote 

Console viewer. 
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If a third party (local) Telnet client is configured in your NETLAB+ profile, the local 

Telnet application will open and ask the user to log in with the NETLAB+ user ID and 

password.  The username and password required here are the same as the ID and 

password required to log into the NETLAB+ system. 

 

 
 

 

You must first  click on the device before attempting to log in using a local Telnet client.  

This action identifies the device that NETLAB+ will subsequently establish a connection 

to (after you provide your username and password). 

 

NETLAB+ Telnet Applet Correct Action  Click on the device you want to access. 

 NETLAB+ connects you to the device. 

 Login is automatic. 

Local Telnet Application  
(3

rd
 party Telnet client) 

Correct Action  Click on the device you want to access. 

 NETLAB+ invokes your Telnet client. 

 Enter your username and password. 

 NETLAB+ connects you to the device. 

Incorrect Action  Telnet directly to NETLAB+ before clicking 
on the device you want to access. 
 

 This will not work. 

 

 

Once a connection is established, you may perform any activity supported by the deviceôs 

console port. 

 

You must click inside the window prior to entering in commands. 
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NETLAB+ Remote Console provides several unique features that can be invoked once a 

connection has been established. 

 

If you are using the NETLAB+ Telnet Applet as your Remote Console viewer, you may 

click on any of the buttons on the Telnet Button Bar to invoke these features.   

 

 
 

 

If you are using a 3
rd

 party (local) Telnet client, you can use keyboard shortcuts to invoke 

a feature.  Each shortcut starts with a tilde (~) followed by a letter.  To send a tilde (~) to 

the console device, press tilde twice. 

 

Button Keyboard 
Shortcut 

Description 

Disconnect ~D Terminates your connection.  Other users (if any) remain 
connected. 

Control ~C Click once to take control of a session so other users cannot type.  
Click again to release control. 

Pause ~P Click once to stop the device from displaying output.  Click again to 
resume output. 

History ~H Replays recent output from the device. 

Who ~W Lists users connected to the device. 

Status ~S Displays the status of your connection. 

Break ~B Sends a hardware break to the console device.  Typically used for 
password recovery exercises. 

Tilde ~~ Sends a tilde character to the console device. 

Color n/a Changes the screen colors.  NETLAB+ Telnet Applet only. 

Font n/a Changes the screen font.  NETLAB+ Telnet Applet only. 

Help ~? Displays this information. 
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Shared access to a console device is facilitated automatically as each user joins the 

device.  Remote Console based connections (routers, switches, and firewalls) do not 

consume significant CPU resources and can support as many as 30 sessions. 

 

Here, instructor Jane Doe has connected to ROUTER1 during an instructor-led session. 

As her students do the same, messages indicate when each user has joined the connection. 

 

 
 

 

The Control  and Who features are used in conjunction with session sharing.   

 

Clicking the Control button (or keyboard shortcut) allows you to take control over the 

device.  Other users in the session may then watch your configuration commands, but 

will not be able to type commands.  Control can be transferred to other users during the 

session to allow others to make configuration changes.  A user who wants to control the 

device should click the Control button. 

 

Instructors have priority over students.  An instructor may always take control from a 

student, but a student cannot take control from an instructor.  Similarly, NETLAB+ 

automated operations have priority over both instructors and student.  When NETLAB+ is 

performing an automated operation such as password recovery, it will take control of the 

session.  As this happens, users can watch but not interfere with the operation. 

 

Here, Jane Doe has taken control of the device by pressing the Control button.  A 

message will alert everyone connected that Jane has taken control of the device.  
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Please Note: It is not necessary to take control of a device when it is being shared, 

but this may be helpful in preventing users from typing over each other.  

 

Selecting the Who button will display a list of users currently connected to the device.  

This information is also displayed on the Connections tab. 

 

 
 

 

The Status button can be used to display who has control of the session and the number 

of connections.  

 

 
 

 

The Disconnect button is used to close a userôs connection.  If there are other users 

connected to the device, they will remain connected.  When the connection has been 

closed, the reconnect button will be displayed.  Here, Jane Doe has disconnected from 

ROUTER1. 
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Other connected users will see a message indicating that Jane has left the connection. 

 

 
 

 

Connections can also be dropped using the function on the Connections tab (see section 

8.4). 
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7.2.2 Connection to a PC (Remote K/V/M) 

 

NETLAB+ can also provide a connection to a PC.  A remote PC configured for direct 

access allows users to control the keyboard, video, and mouse using a Java based viewer.  

No special client software (other than Java) is required on the userôs computer.  

NETLAB+ will download the viewer to the client whenever the user clicks on the PC 

shown in the lab topology.  Please see the NETLAB+ Remote PC Guide for more details. 

 

Please Note: These connections are graphically oriented and not recommended for 

dial-up users. 

 

Working from the topology shown in section 7.1, instructor jdoe2006 has established a 

connection to remote PC 1a. 
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Session sharing is facilitated automatically by NETLAB+. 

 

Here, student jsmith has also established a connection to PC 1a, and is sharing the 

session with instructor jdoe2006. 

 

 
 

 

Please Note: Each Remote K/V/M connection consumes additional CPU processing 

power on the remote PC.  A practical limit of 3 shared sessions on a remote PC 

should be observed to maintain reasonable response time. 
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Either user may view the list of connected users for all devices in the topology on the 

connections tab (see section 8.4).  In this example, we can see that both Jane Doe and 

jsmith are connected to PC 1b.  Jsmith has also established a connection to R2.  Jane Doe 

also has connections to devices R1, R3, and PC 1a. 

 

 

 
 

 

The button bar on the viewer provides access to several functions, Disconnect, 

Clipboard , Send Ctrl-Alt -Del and Refresh. 
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To disconnect from the PC, select the Disconnect button.  Connections can also be 

dropped using the function on the Connections tab (see section 8.4). 

 

The Clipboard  can be used to copy and paste text between the remote PC and your PC.   

 

 
 

Please Note:  To use the clipboard feature, the software on the remote PC software 

must also support it.  Currently, VMware does not implement the clipboard. 

 

To simulate the actions of pressing Ctrl-Alt -Delete, press the Send Ctrl -Alt -Del button. 

 

To refresh the view of the information you are currently displaying, select the Refresh 

button.  You may find this helpful when the display appears incorrect or incomplete. 
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7.3 End a Reservation 

 

When the reservation time expires, all connections will be dropped.  It is important to 

save any configuration files prior to the session expiration if you want these files to be 

available for future use.  Users should allow 5 minutes at the end of the session to save 

configuration files.  See section 8.6 for information on saving configuration files. 

 

A reservation may also be ended prior to the scheduled time by using the Weôre Done 

button (for  team), or Iôm Done button (for individual ).  These buttons will appear after 

initialization of the pod has been completed, at the start of a lab session.  The Weôre 

Done button will appear only to the instructor for an instructor-led session. 

 

 
 

 

After confirming the selection, the session will be ended.  

 

 
 

 

The lab session will end immediately end and any open user connections will be closed.  

NETLAB+ will  then execute a scrub to prepare the equipment for the next reservation.  

After the lab scrub has completed, the scheduler will be updated to include any unused 

time increments of thirty minutes or more to be available for reservation 
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8 Sections of the Lab Access Interface 
 

This section describes in detail the functions available on each section of the Lab Access 

Interface.  The Lab Access Page is divided into several tabbed sections, allowing users to 

easily access all of NETLAB+ôs functions.  The Topology, Action, Status, Connections, 

Load and Save sections can be accessed by selecting the section name on the tab.   

 

You will notice that some functions can be performed from several of the tabbed 

sections.  For example, NETLAB+ devices may be accessed by opening a session through 

the Topology, Action, Status or Connections tabs. 

 
8.1 Topology Tab 

 

The Topology tab displays the lab topology including the IP addressing scheme and 

physical or logical connections  You may click on all devices configured for direct access 

to establish direct console or GUI access. 

 

 
 

 

 


