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IMPORTANT
Standalone PC implementation is no longer recommended.

You are strongly encouraged toplament remote PCs using supportédware Inc.
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resort, for the rare situations where VMware imposes technical limitations that can only
be overcome using standalone PC=sibf the newer NETLAR: pods are designed for
VMware implementationsand do not accommodate standalone PCs. For more
information, please see thNETLAB+ Remote PC Guide for VMware Implementation.
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1 Overview

This documenexplainshow to setup &tandalond&Remote PC a
remotely accessibleCor servelab resourcdor your NETLAB
Academy Edion® or NETLAB Professional Editiof systemusing a
— |/ standalone machine.

Standalone PC implementatiomis longer recommendedrou arestronglyencouraged

to implement remote PCs usiagpported/Mware Inc.servermproducts Standalone PC
implementations should only be considered as a last resort, for the rare situations where
VMware imposes technical limitations that can only be overcome using standalone PCs.
Most of the newer NETLAR: pods are designed for VMwairaplementationsaind do

not acommodate standalone PCs. For more information, please S¢gTthaB-

Remote PC Guide for VMware Implementation.

NETLAB+ suppors three kinds ofemotePCs, or the optiomotto implement a particular
PC:

Direct/VMware. The PC is implementexs a VMwvarevirtual machine
o Users can control the keyboard, video, and mouse.
0 Users can power on, shutdown, reboot, and revert to a clean state
0 Usesscan have administrat rights.
0 Users can change interfaces and routing.

¢ Direct/Standalone. The PC is implementesh a standalone machine, or a virtual
product emulating a standalone machine.
0 Users can control the keyboard, video, and mouse.
0 Users can revert to a clean state by rebooting.
0 Users have limited rights (administrative access not recommended).
0 Users cannathange interfaces and routing.

e Indirect. The PC is implemented, but not managetNBYLAB+.
0 Usersmay be able to interact with the PC, but cannot access the keyboard,
video, or mouse througHETLAB+.

e Absent The PC is not implemented.

1.1 Direct Access

A remote PC configured falirect accessllows usersto control thekeyboard, video,
and mouseising a Javhased viewer No special client software (other than Java) is
required on t hNETLABS wilt dovenload thenpewetoethre client
wherever the user clicks on the PC shown in the lab topology.

Direct access igseful in scenarios that involve client related tasksh as using a web
browser, performing pings, generating traffic to test access control lists, experimenting
with VPN clientsoftware, or any other applications that use a graphical user interface.
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Several users can connect to améretheP C @raphical interface at the same time.
This feature facilitates mentoring in instructed classroom lectures and teaming during
student lab practice.

Direct access is based on Virtual Network Computing (VNC), a platform independent

remote access protocd NC connect i onwewdraremontedtothe user 0s
NETLAB+ s e r voetsideé mterfacen TCP port 23 (sharing the sametpmith Telnet).

This means that you do not have to open any additional ports or IP addresses to support

remote PCs. If the user has a valid lab reservatigmlAB+ will open asecond VNC

connectiorfrom theNETLAB+ serverto thedesiredremote PC.NETLAB+ then proxies

al | keyboard, video, and mouse events betwee
remote PCOs VNC connection, giving the appea
between the user and the P@hen the lab reservation is completed, atiroections are

terminated.

Compared to other PC access methodsNEHIELAB+ approach offerseveral
advantages

Access to the remote PC can be enforced by the scheduler.

Remote PG do not have to be connected to a routable network.

One portis used fobothrouterconsoleaccesand PC acaess (TCP port 23).
Only one IP addresand port needs to be openethatitefirewall, regardess of
the number of remote B@nd consoldasedlevices (routey switches, etc.).

1.2 Indirect Access

A remote PC thaticonfigured foindirectaccessas a placeholder INRETLAB+, but

does not provide remote access to the keyboard, video, or mouse. Indirect mode is often
desirable for static resources that students or instructors do not actually configure
Examples oh static resource would include a Web server, FTP server, DNS/DHCP
server, or FTP server. Indirect access $£and servers are not manageNEfLAB+.
Therefore, there are no hardware or operating system restrictions, other than the
specifications requéd by your curriculum (if any).
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2 Standalone Machines and Virtualization Products

Direct accessan be implemeet ona standalonemachine(Direct/Standalone)or a
virtual maching(VM) environment (Direct/\VVMwareyhich integrates with the VMware
API. This integrationoffers enhaned functionality and significartenefits.

You ate strongly encouraged to implement direct access using VMware virtualization
products rather than standalone machiriEse advantages to this method vs. the use of
standalone n&hines are described in the table below.

Hardware requirement

Direct access support
(KIVIM)

Special software required
on user PC

Special software required
on remote PC

Revert to clean state

Users can have
administrator privileges

Backdoor network

Users can change network
interface configuration

VPN Client applications

Users may power down
machine

User may reboot without
reverting to clean state

Direct/Standalone

Requires one (1) low-end
machine per remote PC.

On Windows XP, Windows 2000,
and Windows Server 2003.

No, remote viewer is Java-based.

Yes, NETLAB+ Remote PC
Software.

Yes, requires third party software.

Not recommended.

Yes, remote PC requires a
second network interface card.

No (not recommended)

No, interferes with routing
No

No

Direct/VMware

Several remote PCs run virtually
on a single high-end machine.

On any virtual machine,
regardless of operating system.

No, remote viewer is Java-
based.

No, functionality is built into
VMware.

Yes, built into VMware.

Yes, no restrictions.

No, all access to remote PC is
proxied through the VMware
host.

Yes

Yes

Yes

Yes

For a complete discussion of the benefits and information on the implementation of
remote PCsising VMware please refer tthe NETLAB+Remote PC Guide for VMware

Implementation:

http://www.netdevqgroup.com/ae/documentation.htm
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2.1 Direct / Standalone

A Direct/Standaloneemote PQypically userealhardware and rigma single operating
system.There are no special CRUe qui rement s, and 9ou can
machineswith slower processors.

Direct/Standalonés suitable for labs that:

Do not require administrative access.

Use DHCP or a consistent IP addressing from lab to lab.

Do not utilizeuserconfigurableVPN client software, oother applications that
can potentially isolate the PC frodETLAB+ as the result of a user action.

Direct/Standalonés currently supported on B®@r servers running Windows XP,
Windows 2000, oWindowsServer2003 NETLAB+ provides a software package that is
loaded on the remote PC. This software provides Wbt andAPI functions on the
remote PC side. The API component is an application interface that allsn#\B+ to
check the status of the PC and to request a relhdboeéend of a reservation or when
requested by theETLAB+ user.

The NETLAB+ software also provides the ability to reboot the remote PC at the end of a
lab reservation. This feature, used in conjunction with third party software, can restore
the PC n ostaatied .ea
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The diagram abovdlustratesDirect/Sandalone remote RRC Pleasbe aware ofeveral
considerations
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e The remote PC requires a fAbackdoor networ
This usually implies that a second network interface rmoeshstalled. The
backdoor network is only used to communicate between the remote PC and the
NETLAB+s er ver 0s i n sniintemallAN gegnrerit. aTbi€means tha
(1) you carstill have a default gateway dime EO interface, pointing towards the
lab, and (2) the remote RIdes not need to be on externally routable network.
SinceNETLAB+ proxies the VNC connectiotheremote PC does not need any
external routes its route table

e Users with administrative rights on the remote PC can matiéyface settings
and can potentially isolate it by changing the E1 interface settings. Therei®re,
advisable tareate a limited usexccount for lab users and use the policy editor to
prevent changes to the E1 interface. Currently, Windows duesdlow different
policies for differeminterfaces By locking down E1, you must also lock down
EO. This effectively means that yoannotuse the standalone PC solution
labs that require changesitterface settings (unless you provide the studett
administrative access aadcept thassociated risks)Note: Afuture version of
NETLAB+ is planned that will allow users to change EO througNEELAB+
web interface.

e Users could also isolate the remote PC by shutting it down. Using thg polic
editor, you can prevent this action.

¢ VPN clients and other applications that manipulate routing tableisaaie the
PCand prevent ifrom being remotely accessed. While a VPN connection exists,
the routing table of the workstation is modified, nesing nonVPN enabled
access to the PCxplit tunreling can be used to prevent this isolationatipwing
contiruous VNC accesaverthe seconaetworkinterface However, theuser
must be restricted fromhanging the split tunnel configuration to peew
isolation.

The limitations listechbove are not unique NETLAB+. WithoutNETLAB+ serving as a
proxy, an externally routablbackdoor network woulbe required This would restrict
the network addresses that could be used on the lab side (EGpatadiitficult routing
scenarios.

You can effectively use the Direct/Standalone methgdur labs do not require
administrative tasks on the PC, use consistent addressing (DHCP or a single static IP
address) from lab to lab, and do not utilize sofeméiat can alter the PC routing table.

If your labs require administrative tasks on the remote PC or changes to network
interfaces, you shoulcbnside’VMware virtualization. Thisolution isroughly
equivalent to KVMoverIP andis not subject tdbackdr networkand routing issues
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3 Adding Remote PCs

Remote PG are part of a lab topology, #wey are configured iNETLAB+ whenanew
equipment pods added. All settings (except ID) can be modified latdRemote P€ are
only available in podwhere he network topology indicates the existence ofR&ls

Remote PGettingswill appear in the New Pod Wizard when you add an equipment pod
that supports remofeCs Each PC has an ID, type, access method, and operating system

setting.

ThePC ID sdting provides a unique identifier for each PC. If the PCoisfigured for
direct access and ignning theNETLAB+ Remote PC Software packagee iD you
choossés also used for the last octet (X) in the address 169.254.0.X. Thisadlre
bound to tle controlnetwork interface (see sectighl below). You should accept the
default IDunless you want to influence the last octet of the IP addresy¢ealready
setup the PC and assigned an ad{lress

ThePC Type settingcanbeset toSTANDALONE, VMWARE or ABSENT.

e STANDALONE provides direct oindirect access to a regular B€a virtual
machine product emulating a regular PC.

e VMWARE provides direct access to a VMwaveatual machine anénables
automatiorthrough the VMware API.

e ABSENT indicates that you are not implementing the PC in this pod. Users will
get a friendly popup message if they try to connect to it, informing them that the

PC is not implemented.
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