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PART 17 PLANNING

1 Introduction

TheNETLAB e CuatroRouterPodis a versatilel router pod that supports many CCNA
and CCNP lab exercise

You may have up teight (8)Cuatro Router PajperNETLAB se System.

The Cuatro Router 8d feauresdirectaccessto routerconsoles.Integration with a
separat&/Mware Serversuppors up to5 virtual PCs NETLAB e can provideeemote
access to the keyboard, video, and mougkel Mware virtual machines the pod.

NETLAB s e users in a team onstructorled class can share access to a device console or
PC.
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1.1 Deviations

Remote users may gebvnfused by local deviations from the standard curriculum and
labs. The curriculum igelativelycomplex and offers many opportunitiesitona k e
adjustments o t h df yduraNBT&AB 4 pods will bemadeaccesdile outside your
local Academyyou should carefully consider the impactdefviations and substitutions.

Even if yourusercommunity islocal or relatively smallwe recommend that you (1)
documenthe specifics of your pods and (2) ube NETLAB: News and
Announcement®ature to point users to your documentation.

1.2 Remote PC Support

A Cuatro Router & supportaup to5 remotePCs NETLABA: allowsthree alternative
settings for each:

e Direct/VMware. ThePC is implemented as a VMware virturaachine.
o Users can control the keyboard, video, and mouse.
0 Users can power on, shutdown, reboot, and revert to a clean state
0 Usesscan have administrat rights.

e Indirect. The PC is implementedut not maaged byNETLAB 4e.
0 Usersmay be able to interact withe PC but cannot access the keyboard,
video, or mous¢hroughNETLAB 4.

e Absent The PC is not implemented.
These options arellly explained in th&NETLAB+VMware Remote PC Guide

Direct/VMware offeés complete administrative access on the remoteTRCdearn more
about VMwareServer please visihttp://www.netdevgroup.com/ae/vmware.htm

Direct/Standalone (as described in tRETLAB+Remote PC Guidas not supported on
this pod.

1.3 Dynamic Topologies

TheCuatro Router Potkatures dynamic topologieSIETLAB ,c can alteithe topology

and reposition PE€by manipulating VLANs on the control switchihis is done

automatically based on the selected lab exercise. Instructors can change exercises and
topologies during instructor led class reservations.
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2 Lab Device Requirements

www.netdevgroup.com

Lab devicesre part of the topology and users aaeract with theneitherdirectly or

indirectly.

The equipment listed in subsequent sections is derived frooffitial Academy
(November 2006) .

spreadsheetCNPConfigurationandPricingGuide.xls

Other equipment may work if it is supportedNMETLAB,: and can meet th@inimum
requirenentsfor feature setanterfaces, 10S, RAMand Flash A list of NETLAB e

supported lab equipment can be found on the NDG website. Please note, compatibility

with NETLABA: does not guarantee compatibility with the Academy labs.

2.1 Routers R1, R2, R3 and R4
Router Recommended Ethernet Serial Recommended
Name Routers Ports Ports Serial
Required Required Modules
Cisco 1841
R1, R2, R4 Cisco 2801 2 2 1xWIC 2T
Cisco 2811
Cisco 1841
R3 Cisco 2801 2 4 2xWIC 2T
Cisco 2811

Several labsvill use routelR3 asa Frame Relay switch. That is the reason for having
two (2) WIC modules, which mearieur (4) serial interfaces

Interface name translation is only supported on two of the four R3 serial interfaces. If you
are deploying more than erCuatro Router Pod, please use the same router model and
WIC slots for each R3 router to avoid configuration loading problems between pods.

Serial interfaces may be buitt, or provided by modular interface cards such as the
WIC-2T. Serial connectionsebwveen routers require the appropriate serial cables. You
can use DTE and DCE cables bdokack, or special cables that provide both DTE and
DCE in one cable (available from SIGMAnet).
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2.2

PCs and Servers

www.netdevgroup.com

A Cuatro Router Podupportss VMware Servervirtual machines.VMware Servers

installed on a separate server.

The following operating system choices angital based on the curriculunThese

choices are not mandatory; you can make substitutions provided:

(1) VMware Serversupports the operating sgst( a s
(2) Your choices areompatible with the curriculum.

Virtu_al Recommended Functions
Machine o/s
PC1la Windows XP Student PC, client activities
PC1b Windows XP Student PC, client activities
PC2 Windows XP Student PC, client activities
PC3 Windows XP Student PC, client activities
PC4 Windows XP Student PC, client activities

1/22/2007
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3 Control Device Requirements
NETLAB e control devicegrovide internal connectivity, console access, and managed

power. Control devices are dynamically managetNBYLAB = and are not@essible
or configurable by lalisers.

TheNETLAB+ AdministratorGuideexplains how to add, change, or delete control
devices.

A Cuatro Router Porkquires the followingontrol device resources:

Control Device Resource Quantity Required

8 consecutive ports
1 reserved port (VMware server)

Control Switch

Access Server 4 lines
Switched Outlet Devices 4 outlets
3.1 Control Switch Overview

NETLAB e USes a control switch to provide connectivity between @swit aCuatro
Router Pocand VMware server(s)This podrequires8 consecutive portson a
supported control switch (other than a Catalyst 1900 series).

CONTROL SWITCH

Base
Port

Any Reserved Port
+0 +1 +2 +3 +4 +5 +6 +7

Trunk

A B c/b e F 6 H eI R IR R

ViMware
Server

Ports are labele#l0 to +7 in the diagram and are relative to these port These ports
must be consecutivan the sameontrol switch As with all pods, you choose a base port
for thepod during pod installation (secti@h A control switch can support multiple
pods. To determine the actual port numbasd for thigpod, adl the base port number

to the relative port numbeshown in the diagramFor example, if the base port is 5, the
actual port numbers will be 5 tb2.
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Using SNMP NETLAB e will automaticallysetup VLANs and configure ports on the

control switch These LANs are depicted as lettefisA 0 t hHoo taghohd fr epr esent
subnet in the topologyEachNETLAB st pod has a uniquéLAN pooland the actual

VLAN numbers will be unique for eadtETLAB e pod. This is to avoid conflict

between pods.

On e i r eperion theecantvol switch connedis an 802Lg NIC card on the
VMware Server. This allows devices in the pod to communicate with virtual machines.

The reserved port may be located on a different control switch, provided that all links
between control switees aralsoconfigured a802.1qtrunks andall VLANSs are

allowed. You may also have more than one VMw&everand virtual machines in the
pod can be located on differeviiware Servers. For more details, please see seciion

_________________________________________________________________________________________________________________

LT

&y

Inside Inside

Outside Outside

METLAE Users Vilware Administrator
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3.2 Access Server Ports
Access servers provide console connectiohali@outers so thatsers can access the

from NETLABe. Users do not communicate directly with the access server. Rather, all
connections are proxied thrduNETLAB xe.

A Cuatro Router Porkquires4 access server ports.

\ These pogdo not have to be consecutive, and can span multiple access servers.

Access Server

m 3.3 Switched Outlets

APC  Switched outlets provide managed electrical power, alloNEGLAB .= and userso tum
lab equipment on and off. Buatro Router Porequires4 switched outlets, onfr each
router.

Outlets do not have to be consecutive and may span multiple switched outlet devices (i.e.
APC7900 or APC7920).

S Switched Outlets (APC 79xx, 92xx)

Outlet
+0 +2 +3
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PART 217 IMPLEMENTATION

4 Pre-requisites
This sectiorcovers tasks that should be executed prior to addga#ro Router Pad
4.1 Understanding VMware Server and Virtual Machines
TheNETLAB+VMwarePC Remotesuidecontains essential information for settingaip
VMware Server and virtual mchines. It should be used in conjunction with this guide.
4.2 Setup Control Devices
E y Using the guidelines_iaection& decide Which control switch ports, access

server ports, and switched outlets you will use for yowatroRouter Pod

o = Add control devices if necessary. Control device configuration is
arc E=md documented in thRETLAB+ AdministratorGuide.

4.3 Upload IOS Images
' Upload the IOS images foine lab routersNETLAB e Will recover these
E E images on the devicésthey are eased from flash.
4.4 Disable User Logins (optional)

You must take all equipment pods offline to add pods or configure control
devices. You may wish to disable user logins during this time.
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5 Adding the Pod

This section walks you through the pess of dding aCuatro Router Podsing the
NETLAB: New Pod Wizard.

51 Start the New Pod Wizard
Login to the administrator account.

SelectEquipment Pods.

Select® Take All OFFLINE if any of the pods are online. Caution: this will cancel any

reservations in progress.
Selecti” Add a Pod

The New Pod Wizard will now help you add an equipment podto gystem.

5.2 Add a Cuatro Router Pod CUATRO ROUTER POD
w 4 routers, PCs

When prompted, seletiie CuatroRouter Pod e

5.3 Select Control Switch and Ports

A Cuatro Router Porkquiresd consecutive control switch ports NETLAB s will
present a list of the control switches on your syst&mitches that meet the port
requirement can be selected. Choose one control switch for your new pod.

COMTROL SWITCHES
SELECT D SWITCH TYPE PORTS THAT ARE FREE CORMERMT
IMELIZBLE | 1|Catalyst 2950-24 PORT 9412, 16 MOT EROUIGH CORSECUTIVE PORTS
O |2 Catalyst 2960-24 PORT 1-16 Ok TO USE

£ Next | <= Back | 3 Cancel |
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Next, select the ports you want to use.

=
-
You have chosen control switch 2.

& AE Cuatro Router Pod requires 8 consecutive control switch ports,

FPaorts 1to &

FPorts 2t0 9
&> Next | <A Back | [£3 Cancel | Ports 3to 10

Ports 4t0 11
Ports 5to 12
PortsBto 13
Ports ¥to 14
Ports 8to 15
Ports 9to 16

5.4 Select Access Server(s) and Ports

A Cuatro Router Porkquires4 access server ports

It is a gooddea to use consecutive ports on one access server if poSdiidepractice
will make it easier to cable and troublesholbtconsecutive ports are not available, you

can use nowtonsecutive port®n differentaccess servers if necessary.

Use thephysical port numbershownn on the access servesome models start at port 1
(Cisco 2509 and 2511) and others start at port O (CiscalBiMand NM32A modules).

NETLAB e allows you to choose consecutive ports on one access server, or you can
chooseilLet mepickoto select an access server and port for each router.

ACCESS SERVERS

D TTPE PORTS THAT ARE FREE
1 |Cisco 2611-RJ|5-12, 14-16

2 Cisco 2511-RJ 1-16

& AE Cuatro Router Pod requires 4 access server ports,

& lse 4 consecutive ports on access server |2 % | starting at port |1 %
) Let me pick the access server and ports for each device

5> Next | <4 Back | 3 Cancel |
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fiLet me piclo, allows you to m&e granular selections and split ports among several
access servers.

SELECT AN ACCESS SERVER ANMD PORT FOR EACH LAR DEVICE
L&AB DEYICE ACCESS SERWVER (1D PORT
F1 2 ¥ 1 |
R2 2 ¥ 2w
R3 2 ¥ 3 v
R4 2w g W

&> Next | <= Back | 3 Cancel |

55 Select Switched Outlets
A CuatroRouter Pod require$switched outlets

It is agood idea to use consecutive outlets on one switched outlet device (SOD) if
possible This practice will make it easier to cable and troublesh@onsecutive

outlets are not available, you may use-+gonsecutive outlets, spanning multiple SODs if
necessary.

SWITCHED QUTLET DEVICES (SO0

I | TYPE CIUTLETS THAT ARE FREE
1 |APC 9211 MasterSwitch|5-3

2 |APC 9211 MasterSwitch 2-3
3 |APC 9211 MasterSwitch| 1-3

& AE Cuatro Router Pod requires 4 switched outlets,

(& Use 4 consecutive outlets on switched outlet device |1 % | starting at outlet |1+
) Let me pick select outlets for each device manually

&> Next | <= Back | 3 Cancel |
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ALet mevil &lowykudo make gnaular selections.

SELECT A SWATCHED OUTLET FOR EACH LAB DEYICE

L&aB DEYICE SoD CUTLET
F1 3 v 1 =
R2 3™ L
R3 3 W K
R4 3 |+ 4 |

> Next | <= Back | [£3 Cancel |

5.6 Select Device Types

Selectthe routermodels you are going to deploy.
= Your seledbns are used to assign the appropiNE&LAB ,c device driver
— Improper selections nyacause errors.

= NETLABA: may offer selections that do not support the curriculum. s8egon?2 for
a list ofrecommendedevicedor this pod

SELECT A MODEL FOR EACH LAB DEVICE

LaE DEYICE TYPE PODEL
R1 QIQ Router Cisco 2801/2811 (S0/15 v
R2 &l Router Cisco 28012811 (S0/1/) v
R3 ‘I‘ Router Cisco 1841 (S0/0A v
=¥} @ Raouter Cisco 1841 (30/04) i

> Next | <= Back I 3 Cancel I

Although R3 does not show two serial WiGerfaces, R3 rezls to have twaVIC serial
interfaces installed for a total of four serial ports. The godn menu for R3 should be
sd to the serial WIC module that connects router R®tber R1 and R2.
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5.7 Select Software Images and Recovery Options

NETLAB e scrubseach routeat the end of lareservation or upon requeguring a
scrub,NETLAB e can recover an 10S imageitifis erased from flash.

SELECT AN IMAGE ARD RECOWERY OPTIONS FOR EACH LAB DEWICE

DEWICE T%PE SOFTVWARE IMAGE RECCWER USIMG SPECIFIED IMAGE
R1 g‘ Cisco 28012811 (S0/1/x) || c2801-advipservicesk-mz 124-10ahin | % ||| if specified image nat in flash W
R2 g‘ Cisco 28012811 (S04 || c2801-advipservceskd-mz 124-10ahin | v ||| if specified image nat in flash w
R3 q‘ Cisco 1841 (S0/00/%) c1841-iphase-mz.124-10 hin * ||| if specified image nat in flash W
R4 q‘ Cisco 1841 (S0/0/%) cl841-iphase-mz.124-10.hin ~ |1 if specified image not in ash =

1ied image nat in flazh
if o image in flash [erazed]

ED Next | QEI Back | @ Cancel | never [device may became unuzable]

You have three choices for flash recovery:

Recovery Using Specified Image During A Scrub Operationé

If specified image not in flash Restores the selected software image if that image is
not in flash.

If no image in flash (erased) Restores the selected software image if there are

no .bin images in flash. No action is taken if flash
contains a .bin image (even if it is not the specified
one).

Never (device may become unusable) NETLABe will take no action if the flash does not
contain a bootable image. In this case, NETLAB se
automated boot process will fail and manual
restoration of IOS will be required.

If you select an automatic recovery option, you must also setaftaare image
supportedy the curriculun{see sectioR).
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5.8 Select PC Options

In this task, you will selean ID, type, access method, and operasiygiem for your
PCs and servers.

The example below shows the typical settings for a VM&amersetup. We ave
chosen not to implement Ba@n this example, so the type is set to ABSENT.

Figure 5.8.11 Typical remote PC settings

REMOTE PC SETTINGS

Pz BAME 10 TYPE ACCESS OPERATIMNG =% STEM
Llecia [ w] [wwere  w| [WiE v [Windows¥P v
Llecie [z v] [wwere  v| [Wic v [ Windows XP v
Llec2 3] [wwere v] [WiE v [Windows XP v
Llpcs [+ v] [wMware v WNC v [windows %P v
Llrca [5 v] |[aBsent v [nc v |[Windows %F v

> Next | <= Back | 3 Cancel |

The following TYPEand ACCESS combinations correspond to the documentation.

The default TYPE setting is STANDALONE. This setting is not supported in the Cuatro
Router Pod. You must change the default setting.

To i mpl ement|SetTYPEt o0é¢ Set ACCESS

Direct/VMware VMWARE VNC
Direct/Standalone STANDALONE | VNC

(not supported in this pod)

Indirect (any) INDIRECT
Absent (no PC) ABSENT n/a
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5.9 VMware Settings
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Tl please enter the following settings for your YMware GSX virtual machines.

+ IP Address. The IP address of the ¥Mware G5¥ host and the address used for

accessing the YMware management API

*+ Username. The username of the host account used for controlling the virtual

machine through the Yhhware API

* Password. The password of the host account,

+ Configuration File. The full path of the virtual machine's configuration file {for
example, ChWirtual Machinesh\POD_1 PC_Sywin=Ppro.vm:)

YhiARE GEX WIRTUAL MACHIME SETTIMNGS

PC D PC MaME IP ADDRESS USERMAME PASSWORD
1 Q_J PCla 100025 NETLAE NETLAE

2 g_ PC1b 100025 NETLAE NETLAE

3 g_ PC2 100025 NETLAE NETLAE

4 Llrca (10002 NETLAE NETLAE

&> Next | <= Back | (3 Cancel |

5.10 Select a Pod ID

Each pod is assigned a unique numeric ID.

Flease select a Pod ID.

Fod ID: |7 |+

£ Next | <= Back | 3 Cancel |

5.11 Select a Pod Name

CORFIGURATION FILE
C:%irtual Machines\POD_1 PC_3win+F

C:\Wirtual Machines\POD _1 PC_3hwireF
C:hWirtual Machines\POD_1 PC_2\wire<F

C:4irtual Machines\POD_1 PC_3\wire<F

Each pod can have a unigu@me. This name will appear in the scheduler, along with

the pod type.

Pod Marme: Galactica

> Next | <= Back | [£3 Cancel |

1/22/2007
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5.12 Verify Your Settings

At this pointNETLAB ,c hasadded the pod to its database. However, the pod has not
been brought online yetryou will want to cable up the pod, configuP€s, and run a pod
test before bringing the pod online. These tasks are discussed in the remaining sections.

New Pod Wizard METLAB

@ The Mew Pod Wizard has added the pod.

*+ MNew pods are not brought online automatically.
+ ou should cable the pod and run a pod test before bringing the pod online.
+ Additional management options can be set for Cisco ASA security appliances,

(1) OK

After you click OK, the new pod will appear in the list of equipment p&igk on the
magnifier button or pod ID to manage you new pod.

CUATRO ROUTER POD
Q] 7 @ drodersPCs Galactica @ OFFLINE IDLE
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NETLAB s Will display the status of the pod and the highel settings for each device,
PC, and control switch.

POD T - STATUS
Pl I PO MAKME STATUS ACTRTY PO TYPE
CUATRO ROUTER POD
7 Galactica 3 COFFLINE IDLE G 4routers PCs
POD ¥ - ROUTERS, SWYITCHES, AMD FIREWALLS (click on the GO buttons to reconfigure devices)
ACCESS .m SWATCHED
i A hE TPE EF‘OHTS APC CLTLETS SOFTWARE IMAGE

Ck| g R1 |Cisco 280102811 (30M4) P PORT1 SO0 3 OUTLET1 | o280 -advipserviceskd-mz.124-10a bin

Q' @ R2 |Cizco 28012811 (5004 |MESEPORT 2 |S00 3 OUTLET 2 | c2801 -advipserviceskd-mz 1 24-10a hin

CM @ R3 |Cizco 1841 (3005 M PORT 3 | SO0 3 OUTLET 3 1841 -ipbase-mz.124-10 kin
Q' g‘ R4 |Cisco 1841 (S0/05) M PORT4 | SO0 3 OUTLET & 1641 -ipbaze-mz.124-10 hin
POD 7 - PCz AND SERVERS  (click the GO buttons to reconfigure)
GO MAME PCID | STATUS TYPE ACCESS  COMTROL IP OPERATING SYSTEM
CQ 1 peta 1 OMLINE | WMIAARE WG 10.0.0.25 Windows XP
:_"
Q| .E_|, PClh 2 OMLINE | %MWARE YN 100025 Windows XP
Q| 1, ez 3 OMLINE | WMWARE WG 100025 Windows XP
:_"
Ck| 1 pes 4 OMLINE | 4MWARE YN 10.0.0.25 Wincowes KP
:_"
1, pes 5 CMLINE ABSENT MLILL
&l :'_"
POD 7 - COMTROL SWTCH
SWITCHID | POD PORT RAMGE BASE WLAN  WLAN POOL
—
e 2 1-8 160 160-167
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6 Cable the Pod
Use theNETLAB e cable chart feature to help you connect the lab dewicgour pod.
The chart is generated in rdahe and contains poi$pecific information based on your

current lab device and control device settinfjee cable chart function is accessed from
the pod management page.

4 Online | Bring this pod ONLIME and make it available far reservations.

Ar Test I Tell e if this pod is warking propertly.

|:| Cable | Show me how to cable this pod.

— Delete | Remove this pod fram METLAR.

‘I"' R1 (Cisco 28012811 (30417

COMMECT FROM USING CABLE COMMEST T
FaztEthernet0.0 CAT-5 Straight Through Chs2 Part 1
FasztEthernetdi CAT-5 Straight Through Crs2 Part 2
Conzale Conzole Cabla E Arsd Part 1
Fouver Powver Cord @ soos Outlet 1

APC
Seriall DCE Back-to-hack serial cables g R2 Seriald DTE
Seriall DTE Back-to-back =erial cables g R3 Seriald DCE

QIQ. R2 (Cisco 280142811 (S04 /%)

COMMECT FROM LISING CABLE COMMECT TO
FastEthernetd/0 CAT-S Straight Through Crs 2 Fart 3
FastEthernet0i CAT-5 Straight Through iz 2 Part 4
conzole Conzole Cable E Az 2 Port 2
Powver Power Cord PPJC =003 Citlet 2
Seriald DTE Back-to-back zerial cables Ej Rl Seriald DCE
Seriall DCE Back-to-back =erial cables g R Seriall DTE

The cable chart is continued on the next page.
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E‘. R3 (Cisco 1841 (S0/0/%))

COMMECT FROM LISING CABLE COMMECT T
FastEthernetd/o CAT-5 Straight Thraugh Crs 2 Part 5
FastEtherneton CAT-5 Straight Through Crs 2 Port £
Conzole Conzole Cahle !.i A= 2 Port 3
Powver Power Cord 9{: =003 Ctlet 3
Seriald DCE Back-to-back zerial cables q 1 Seriall DTE
Seriall DTE Back-to-back serial cables @ R3 Seriall DCE
Serial2 DCE Back-to-back serial cables @ R4 Seriald DTE
Seriald DCE Back-to-back serial cables @ R4 Seriall DTE
qf R4 (Cisco 1841 (S04

COMMECT FROM UISING CABLE COMMECT TO
FastEthernetd/0 CAT-5 Straight Through Cfs 2 Port 7
FastEthernet0i CAT-5 Straight Through ois2 Part &
Console Console Cahle !.i A= 2 Part 4
Powver Power Cord Ec =003 Ctlet 4
Seriald DTE Back-to-back serial cables % R3 Serial2 DCE
Seriall DTE Back-to-hack serial cables @ R3 Serial3 DCE

Virtual machine infomation will not appear on the cable chart. Refer to seGtfon
configuration instructions

The Ethernet interface names show in the cable guidance will be the actual interface
names based on your selecteddware. However, the interface names shown for serial
ports are relative, not actual. Pleasesider thisvhen cabling the pod
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7 Configuring VMware and Virtual Machines

TheNETLAB+ VMware Remote PC Guidexplains how to set ugMware Server and
virtual machines.Please review the pegpecific information in this section and apply it
to the general information in tiNETLAB+VMwareRemote PC GuidePlease note, only
the sections referring to VMware are relevaGuatroRouter Podloes not support
ssandal one PCO0s.

After you load applications or make changes to a PC, be sure to take a VMware snapshot.

NETLABy. i Nstructs VMware to Areverto to the
reservation. Any changes made after a snapshot are lost.

The IP addreses and/or default gateways of each PC may vary. Depending on your
snapshots, the student may need to adjust IP settings to reflect the lab.

7.1 Connecting Virtual Machines to the Pod

Virtual Machines must communicate with routers in the pod. Contittis®g provide
the connection pointln the recommended configuration (belovie VMware server is
equipped with an inside and outside interface. The inside interface is configured for
802.1Q connects to a reserved port on a control switciffic betveen virtual machines
and devices in the pod traverse the VMware server inside intefPaegerably, the
VMware server should connect to the same control switch as the pod.

Virtual Machines

METLAE Users Viware Administrator
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7.2 VMware Virtual Switches and VLANSs

VMware Servervirtual network adapterand virtual LAN switches (VMnets) are used to
connect virtual machines to the poduatro RoutePoduses4 VMnets in the required
configuration Since VMwareServersupports 10 virtual swahes, it is possible to host
up to2 completeCuatroRouter Pod®n a single VMwar&erver.

Each virtual switch is mapped tspecificVLAN and bound to the VMware inside
802.1QNICcardThe actual VLAN numbers used are bas

PC1la and PC1b share a common VMnet and VLAN.

_________________________________________________________________________________________________________________

Virtual Machines

L« Wirtual Adapter

EC“II - Intel 802.1q NIC
f:lll\ \ 4 802.1q Trunk

Anr Reserved Port

! dfussnmnunmnn

R1 VMnet E
VLAN +0 . :
P2 . = Control Switch
R = — y
R2 VMnet A/
_,_-' VLAN +2
| pe3 I '
5 R3 VMnet 7 I' | h‘ N
——!' VLAN +3 | ypware Server Vs ,-" N,
l'._ "-
el CTRT T  —
i %%%%
=

Lab Devices
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EachNETLAB e pod is automatically assignedpool of unique VLAN numbersYou
must determine which VLAN numbecsrrespond to each virtual switch thre VMware
server.

First, determine the base VLAN for the pod you are setting up. This is shown on the pod
managemerpage. From the administrative account, gedoipment Podand select
the pod from the list. Obtain tBASE VLAN from theCONTROL SWITCHtable.

POD 7 - CONTROL SyTCH
SMTCHID | POD PORT RANGE BASE WLAN | wLAMPOOL
—

—KE 1-§ 160 160-167

In this exkample, pod 7 uses VLANs 16l67. The base VLAN is 160.

Next, determine the actual VLANumber for each virtual network by adding tese
VLAN to the offsets in the table below.

Virtual VirFuaI Offset
Machines OS/V,\\;::‘CGT) (add to base VLAN) AGIIEY VAN SEmOIS
Poa | REVMnet +0 = 160 + 0 = 160
PC2 R2 VMnet +2 = 160 + 2 = 162
PC3 R3 VMnet +4 = 160 + 4 = 164
PC4 R4 VMnet +6 = 160 + 6 = 166
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7.3 Configure VMware Server Inside Port

Refer to section 6f theNETLAB- VMware Remot®C Guide Create th&/LAN s
(calcul ated above) on02u@NIC.VMware serveraos

Be sure tauncheck TCP/IP and Client for Microsoft Networks from each VLAN
subinterface. Only the VMware bridgeotocolshould be checked.

- Intel Pro 1 Properties E E

General | fdvanced I

Connect uzing:
I B8 |ntel(R]PROADO+ Dual Part Server Adapter
Thiz connection uges the following ibems:

] . Cliert for Microsaft Netwarks

S Intel[R) Advanced Mebwark, Services Protocal
[l A Intel(R) PRO; 100+ Dual Port Server Adapter Properties

Baoat Agent I Drriver I Rezources

General I Lirk. I Advanced I Teaming
Inztall...

— Dezcription—— inté Wirtual LaM =
&

Allows your cor
hebwark., WLAMs aszociated with this adapter

[ Showicon i

VLA 1D
Mew... | L |-|52

Allowes you to config | YLAN Mame:
An adapter supports |vu.w1 B2 - POD B Left Inside Nel

Adapters with VLN
that support the IEEE WA Mame
the WLAM, G Pack
Type a label for the YLAM in the WYLAH Hame field. ;l

For example, Marketing or Engineering. The natmne
HOTE: Afte does not have to match the name on other network
associated devices; it iz for idertification purposes only.

connectivity
HOTE: vLAN names are limited to 32
characters .

k. I Cancel |

7.4 Create Virtual Switches (VMnet)
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Refer to section 6 of theETLAB+VMwareRemote PC GuideCreatethe virtual
switches and bind them to the VLANS created in the previous section.

It does not matter which VMnet number you .u8y default, VMnetO, VMnetl, and
VMnet8 are reserved for special functions in VMware. However, you can convert these
into ordnary VMnets to use with pods. This is explained in Appendix A oNEEELAB+
VMware Remote PC Guide

{8l Local host - ¥Mware ¥irtual Machine Console

J File Edit Yiew J| Host | WM Power Snapshot  Windows  Help

itch Hast, .. Chrl+L =
J H g B @ Sumite > Iﬂ
Inventary :
CPOD_S PC_2 Settings. ..
91 Windows %P Professional KL pDD_S PC_2

+ Yirtual Nebwork Editor

Summar_l,ll Automatic Bridging  Host Yirtual Metwork Mapping |H-:ust Yirtual .ﬁ.daptersl DHEF‘I MNAT I

Whdretd I Intel[R] PR O/ 00+ Dual Port Server Adapter #2 j
Whdret] I Whiware Metwork Adapter Yiinet] j
Whdret2 Mot bridged j
Vidnet3 Not bridged

Realtek RTLE139 Famll PCI Fast Ethernet HIC

WA metd

VMnets | Mot biidged
VMne® | ot biidged
VMRetZ 1 Mot biidged

Whinetd I Whdware Mebwork Adapter i netd

i e e e e [ [

Ll L Lo L Led

Yinetd | Not bridged
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7.5 Binding Virtual Machines to Virtual Switches (VMnet)

Refer to section 7 of theETLAB- VMwareRemote PC Guideln the last section, you
associatea@ specific VLAN with a virtual switch (VMnet)When you create a virtual
machine you must bind it to the correeirtual switch (and by association, VLAN).

Virtual Ve Offset
. Switch Actual VLAN Example
Machines (VMnet) (add to base VLAN)
P12 | R1VMnet +0 = 160 + 0 = 160
PC2 R2 VMnet +2 = 160 + 2 =162
PC3 R3 VMnet +4 = 160 + 4 =164
PC4 R4 VMnet +6 = 160 + 6 = 166
¥irtual Machine Settings
Hardware | I:Iptigngl
e | SUmMmEry — Device statuz |
Mernary 256 ME [ Conrected
& Hard Disk 1 (IDE 0:0) IV Connect at power on I
%CD-ROM 1 (IDE 1;0) Auko dekect %
o — — Adapter type
IC1 _uskom
" vlance
[ e,

1/22/2007

— Metwark, connection

™ Bridged: Connected directly to the phyzical network
) MAT: Used to share the host's [P address

€ Host-only: & private network shared with the host

= Custom: Specific virtual network

YMnet! < as required =
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7.6 Configuring the Control Switch for VMware
One Areservedo port onantBd2déqNdCocard anthe swi t ch c o

VMware Server. This allows devices in the pod to communicate with virtual machines.
The reserved port should be configured as an 802.1q trunk port.

_________________________________________________________________________________________________________________

Inside

Outside Outside

METLAE Users Vilware Administrator

Once you have allocated a reserved port on the control switch, connediwsre
Serverinside NIC using a straight through CAT5 cable. Configure the switch port as a
trunk and allow only the VLANSs that were bound to the VMnets. If your VMware server
hosts virtual machines for more than one @law all the relevant VLANsdr each pod.

Note: The control switch console passwordaster. The enable secret password is
cisca These passwords are usedNBTLAB+ automation and technical suppeglease
do not change them.

Example switclport configuraton. Interface numdr and VLANwwill vary.

interface FastEthernet0/23
switchport mode trunk
switchport trunk allowed vlan 160,162,164,166
switchport nonegotiate
no switchpo rt access vlan
no shutdown
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7.7 VMware Server(s) on Different Control Switch

The reserved port may be located on a different control switch, provided that all links
between control switches are also configured as 802.1q trunkd &hd\&ls are

allowed. You may also have more than one VMv&eever Virtual machines in the
pod can be located on differeviware servers.

_________________________________________________________________________________________________________________

Alternate Configuration
VMware Server{s) on Different Control Switches

Eﬂ CONTROL SWITCH 2

“A\
Cuatro Router Pod —
-
(8 Ports) rR I\
VMware Server(s) el el I
| — ALLOW |
202.10 TRUNK 5 ALL VLANS -~ I
ALLOW |
RELEVANT
VLANS [ ‘ E = “Reserved Port" l
s o
NETLAB X |
SERVER | E ]
: zE, CONTROL SWITCH 1
[ ]
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Ports connecting to VMware servers should only allow the VLANs associated with the
pods beingservednal di t i on, HAswitchport nonegotiateo
Dynamic Trunk Protocol (DTP)

interface FastEthernet0/23
switchport mode trunk
switchport trunk allowed vlan 160,162,164, 166
switchport nonegotiate
no switchport access vlan
no shutdown

Ports connecting control switches together, allow all VLANs and DTP:

interface FastEthernet0/24
switchport mode trunk
no switchport access vlan
switchport trunk allowed vlan all
no shutdown
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8 Testing the Pod
After all routes andvirtual machinehave been installed, you should run a pod test to

verify that your pod is working. The pod test will detect common configuration and
cabling problems.

4> Online | Bring this pod OMLINE and make it available for reservations.

Ar Test | Tell me if this pod is warking propetly.

|:| Cable | Shaow me how to cable this pod.

Some tests may take a long time. DuringB®TIOStest,NETLABA: mayhaveto load
the specifiedOS image if it is notn flash. Soménages areery largeand can take up
to 30 minutes to program into flash memory.

If you cannot resolve an issue and decide to contact technical support, please cut and
paste the text from tHeOD TEST LOGand include with your-enail.

METLAB+ 4.0.21
Admin
TESTIMG POD ¥
DEYICE TYPE TE=T STATUS DETAILS
Control Switch 1 Catalyst 2950-24 O PASZED Jtest(s) passed, device looks good
q R Cizco 1841 (S0M i) BOOTIOS | ) RUNNING  hoct 105 image test
g:‘ R2 Cizco 28012811 (50150 BOOTIOS E} RUMMIMNG | boot 103 image test
q R3 Cizco 28012811 (S0M 50 BOATIOS £ RUNKMING | boot 105 image test
gj R4 Cisco 2601/2811 (S0M A BOOTIOS ) RUNNING  |boot 105 image test
;_I_‘ PiZ1a Wi ARE O PASSED 1 test(=) pazsed, device looks good
g_lj PC1h WhiiisRE () PASSED |1 test(s) passed, device looks good
?_;_I_‘ P2 Wi ARE O PASSED 1 test(=) passed, device looks good
g—'.! PcC3 Wi ARE () PASSED |1 test(s) passed, device looks good
;—L P4 ABSERMT SHIPPED #* This PC iz nat implemented

02:48] R4: recover console test - PAZS S
02:48] RS recover console test - PASS
02:48] B1: recover console test - PASS
02:48] B2 recover console test - PASS

02:45]) PC104: Testing virtual machine and Yhware &P] - PASS w
TESTING IN PROGRESS E3 STOP |

IMPORTAMT: Use the STOP hutton to the right if you want to stop the pod test,
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9 Finishing Up
9.1 Bring the Pod(s) Back Online

Now you can bring the pod online and make it available for lab reservations. You can
bring just this pod online by clicking tH Online button under Management Options.

————————————————————————————————————————————————————————————————————————————————————————————————

' Pod 5 -- Management Options

45 Online | Bring this pod ONLIME and make it available for reservations.

Ar Test | Tell me if this pod is working propery.

D Cable | Show me how to cable this pod.

— Delete | Remaove this pod from NETLAE.

________________________________________________________________________________________________

Alternatively, you canclick 4* Bring All ONLINE onthe Equipment Pods page. ddise
this option when you have no more additions or modifications to pods or control devices
and you wish to put all podstmmservice.

Equipment Pods

METLAB+ 4.0.241
Admin

Equipment pods contain the lab devices that are accessed by users.

EXISTING PODS  (click on the GO buttons to manage a pod)

[EI0 N ] Pl TYPE PO BARE STATUS ACTHITY
BASIC ROUTER POD

a1 @ sRouters | POD 1 @ OFFLINE DLE

CUATRO ROUTER POD
gl 7| & 4rouers.PCs Galactica @ OFFLINE IDLE

- - -

w e e

Zb Add aPod | { Take All OFFLINE | | 4 Bring All ONLINE | <aBack |
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9.2 Enable Cuatro Router Pod Exercises

To makeCuatroRouter Podavailable to classes and students, you must etiadle
corresponding lab exercisententin eachnew or existing class.

To add or edit class information, log iMi&TLAB Ae USiINg your instructor account.
See the Instructor Accounts section of HETLAB+Administrator Guiddor details.

Username

hanedne

Password

SelectClass from the menu bar at the top of tRyNETLAB page, or the link in the
body of the page.

The Class Manager page will be displayed.

Select to add a new class etext a existingclass from the class
list by clicking on a class name
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